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Example: Array Partition

a:=0;b:=0;c:=0;
while (a < k) do
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Example: Array Partition

a:=0;b:=0;c:=0; A: ‘1‘3‘_1"5‘8‘0"2‘
while (a < k) do a=7
HA[a]zo . * * *
then Blb] :— Ajal:b ~—b+1; B L1[3[8[ 0] "[ "] "]
else C[c] := Ala];c := ¢+ 1; b=4
a::a+1, C _1 _5 _2 * * * *
A | I
c=3
Invariants with Vv 3
» Each of B[0],. .., B[b — 1] is non-negative and equal to one of
Al0],...,Ala—1].
» Each of C[0],..., C[c — 1] is negative and equal to one of
Al0],...,Ala—1].

Invariants with v
» For every p > b, the value of B[p] is equal to its initial value.

» For every p > c, the value of C[p] is equal to its initial value.
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1. Extend the language — Trace Logic:

» variables as functions of n:
v i Fwitho<i<n

a:=0;b:=0;c:=
while (a < k) do
it Ala] > 0
then B[b] := Ala];b := b+ 1;
else C[c] := Alalic :=c + 1;

0;
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" then B[b] := Ala];b := b + 1;
else C[c] := Alalic :=c + 1;

0;

(Vi)(i e iter &0 <iNni<n)
1. Extend the language — Trace Logic:  updg(i,p) < i € iter Ap = b") A Ala¥] > 0
» variables as functions of n: updg(i, p, x) < updg(i,p) A x = Ala")]
v i Fwitho<i<n
> predicates as loop properties:
iter, upd (i, p), upd (i, p, X)
- upd, (i, p) : atiteration i, V is updated
at position p;
- upd\ (i, p,x) : atiteration i, V' is
updated at position p by value x.
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(Vi)(i €iter <0 <ini<n)
1. Extend the language — Trace Logic:  updg(i,p) < i € iter Ap = b") A Ala”] >0
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(Vi € iter)(b™" = b v pi+D = pi) 4 1)
2. Collect loop properties (vi € iter)(a® = a® + i)
(vp)(b© < p < b= (3i € iter) (b = pA
» Polynomial scalar properties Ala®] > 0))

» Monotonicity properties of scalars
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(Vi)(i € fter < 0 < iNni<n)

updy(i,p) < i € iter A p = b A Ala"] >0

updpg(i, p, x) < updg(i, p) A x = Ala]
a=b+c,a>0,b>0,¢c>0

(Vi € iter)(a™" > a)

(Vi € iter)(b/) = p) v P = pi) 4 1)

(vi € iter)(a”) = a® + i)

(V), k € iter)(k > j = b¥) > pU)) Seturation
(V), k € iter)(k > j = b 4 k > bk 4 /) Theorem Proving
(vp)(b® < p < b= (3 € iter) (b = pA

Ala”] > 0))

(vi)-upd(i.p) = B [p] = BO[p]

updg (i, p, X) A (Vj > i)=updg(j, p) =B [p] =x
(Vi € iter)(A[a"] > 0 = B [p"] = Ala]A
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Loop Properties from Saturation Proofs

1. Challenge: Deriving useful loop properties
> For every loop variable v — TARGET SYMBOLS vy and v

» USABLE symbols:
- target or interpreted symbols
- skolem functions introduced while clausification

» USEFUL clauses:
- contains only usable symbols
- contains at least a target symbol or a skolem function;

» Reduction ordering >: useless symbols > usable symbols

» Property-directed inferences using loop post-conditions/assertions
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1. Challenge: Deriving useful loop properties

2. Challenge: Reasoning with first-order theories

» Term algebras: subterm predicates for finite axiomatisations
> Arrays: polymorphic theory with extensionality

> Integers/Reals: incomplete but sound set of axioms

» Natural numbers: Integer vs term algebra encoding

BRIDGING THE GAP BETWEEN
SMT AND FIRST-ORDER THEOREM PROVING
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#) Formal Methods in Computer-Aided Design 2020

Trace Logic for Inductive Loop Reasoning

Pamina Georgiou(®), Bernhard Gleiss(?), Laura Kovécs(®
TU Wien, Austria

Abstract—We propose trace logic, an instance of many-sorted

first-order logic, to automate the partial correctness verification ; fu:gn’::l;;t{ []{ s
of programs containing loops. Trace logic generalizes semantics 3 .
of program locations and captures loop semantics by encoding 2 Int(] b
properties at arbitrary timepoints and loop iterations. We guide 5 Int i S0 0;
and automate inductive loop reasoning in trace logic by using 6 Int j = O,-
generic trace lemmas capturing inductive loop invariants. Our N e 13 ; .
work is implemented in the RAPID framework, by extending 8 if (a[i] >' 0) g{
and integrating superposition-based first-order reasoning within 9 b[i] = ;[1] g
RAPID. We successfully used RAPID to prove correctness of many 10 : i W .
programs whose functional behavior are best summarized in 1 } J J
the first-order theories of linear integer arithmetic, arrays and 12 Saa
inductive data types. 13 ) :
14 }

L. INTRODUCTION 15 assert (Vkr.31ln((0< k <j A a.length >0)
One of the main challenges in automating software verification — b(k) = a(l)))
comes with handling inductive reasoning over programs con- |1

taining loops. Until recently, automated reasoning in formal A g -
verification was the primary domain of satisfiability modulo Fig. 1. Program copying positive elements from aray 2 to b.
theory (SMT) solvers [1], [2], yielding powerful advancements
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% Formal Methods

Trace Logic for In

, B
TU

Pamina Georgiou

Abstract—We propose trace logic, an instance of many-s
first-order logic, to automate the partial correctness verific
of programs containing loops. Trace logic generalizes sems
of program locatigns

One of the main challenges in automating so!
comes with handling inductive reasoning over
taining loops. Until recently, automated reasonin,
verification was the primary domain of satisfiability
theory (SMT) solvers [1], [2], yielding powerful advancen
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Benchmark

Trace Logic for Auto |:wucrer Proved 63 problems with

SRR improved Trace Logic encodings

copy
copy-nonzero-propl

Benchmark RAaPID~ RAPID* |Benchmark PID"
atleast_one_iteration_0 v v find_max_local_2 - - - v
atleast_one_iteration_1 v v find_max_up_to_0 - - - v
both_or_none - v find_max_up_to_1 - - - v
check_equal_set_flag_0 v v find_max_up_to_2 - - - v
check_equal_set_flag_1 - v find_min_0 - v - -
collect_indices_eq_val_0 - v find_min_1 - - - -
collect_indices_eq_val_1 - v find_min_2 - v merge_interlea - -
collect_indices_eq_val_2 - v find_min_local_0 - - min_prop_0 - v
collect_indices_eq_val_3 - - find_min_local_1 - - min_prop_1 - v
copy - v find_min_local_2 - - partition_0 - v
copy_absolute_0 - v find_min_up_to_0 - - partition_1 - v
copy_absolute_1 - v find_min_up_to_1 - - partition_2 - v
copy_nonzero_() - v find_min_up_to_2 - - partition_3 - v
copy_nonzero_1 - v find_sentinel v v partition_4 - -
copy_partial - v in_place_max - v partition_5 - v
copy_positive_0 - v inc_by_one_0 - v partition_6 - -
copy_positive_1 - v inc_by_one_l1 - v partition-harder_0 v
copy_two_indices - v inc_by_one_harder_0 - v partition-harder_1 v
find1_0 - v inc_by_one_harder_1 - v partition-harder_2 -
findl_1 - v indexn_is_arraylength_0 v v partition-harder_3 -
findl_2 v v indexn_is_arraylength_1 - v partition-harder_4 -
findl_3 v v init - v push_back v
findl_4 - v init_conditionally_0 - v reverse v
find2_0 - v init_conditionally_1 - v set_to_one v
find2_1 v v init_non_constant_0 - v str_cpy_0 v
find2_2 v v init_non_constant_1 - v str_cpy_l v
find2_3 v v init_non_constant_2 - v str_cpy_2 v
find2_4 v v init_non_constant_3 - v str_cpy_3 v
find_max_0 - v init_non_constant_easy_0 - v str_len v
find_max_1 - - init_non_constant_easy_1 - v swap_0 v
find_max_2 - v init_non_constant_easy_2 - v swap_1 v
find_max_from_second_0 - - init_non_constant_easy_3 - v vector_addition v
find_max_from_second_1 - - init_partial - v vector_subtraction v
find_max_local_0 - - init_previous_plus_one_0 - v

find_max_local_1 - - init_previous_plus_one_]1 - v Total solved
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further extensions in Trace Logic: variable(trace, loop iteration)

Verifying Relational Properties using Trace Logic

Gilles Barthe*T, Renate Eilerst, Pamina Georgioui, Bernhard Gleisst, Laura Kovdcsé, Matteo Maffeit
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iTu Wien, Austria
§Chalmers University of Technology, Sweden

Abstract—We present a logical framework for the verification

. . . . 1 func main ()
of relational properties in imperative programs. Qur frame- 2
work reduces verification of relational properties of imperative 3 const Int[] a;
programs to a validity problem in trace logic, an expressive 4 const Int a ler,1gth-
instance of first-order predicate logic. Trace logic draws its 5 !
expressiveness from its syntax, which allows expressing properties 6 Int i = 0:
over computation traces. Its axiomatization supports fine-grained 5 Tnt hw = 6 .
reasoning about intermediate steps in program execution, notably 8 !
loop iterations. We present an algorithm to encode the semantics 9 while (i < alength)
of programs as well as their relational properties in trace logic, 10 (
and then show how first-order theorem proving can be used 11 hw = hw + a[i];
to reason about the resulting trace logic formulas. Our work 1o D i o4 1. !
is implemented in the tool RAPID and evaluated with examples 13 } !
coming from the security field. 14 )
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instance of first-order predicate logic. Trace logic draws its 5 !
expressiveness from its syntax, which allows expressing properties 6 Int i = 0:
over computation traces. Its axiomatization supports fine-grained 5 Int hw = 6 .
reasoning about intermediate steps in program execution, notably 8 !
loop iterations. We present an algorithm to encode the semantics 9 while (i < alength)
of programs as well as their relational properties in trace logic, 10 (
and then show how first-order theorem proving can be used 11 hw = hw + al[i];
to reason about the resulting trace logic formulas. Our work 12 D i 1. !
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coming from the security field. 14 )




Trace Logic for Automating Loop Reasoning

- Array a: bit-wise representation of a secret key
- Hamming weight hw: number of 1s in the key
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while (i<n) do

hw=hw+alil;

=i+1;

end do
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- Hamming weight hw: number of 1s in the key

i=0, hw= L= = = =: -leakinghw?
‘ ‘ (e.g. measure of side-channel leakage)

while (i<n) do

hw=hw+alil;

i=i+1;

end do
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- Array a: bit-wise representation of a secret key
- Hamming weight hw: number of 1s in the key

- Leaking hw ?

while (i<n) do

hw=hw+alil;

i=i+1;

- No matter what permutation of a,
the hw is the same
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Relational Verification

i=0, hw=0;

while (i<n) do
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Relational Verification (non-interference, sensitivity)
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