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MOTIVATION
Dynamic languages do have 

string-to-code statements 
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JAVASCRIPT HAS EVAL ALLOWING EVIL THINGS

eval(”a = a+ 1”) String

Code!

Parsing of ”a = a+ 1”

a=a+1

eval(’alert ("Your query was ’ + document.location.search + ’");’);

XSS, SSJS, CSRF, Code injection…
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HOW MUCH IS EVAL POPULAR?

Benevolent code

G. Richards et al. “The eval that men do”

Malicious code

We have analyzed a data-set of JavaScript malware samples:
57% have at least 
one eval call

10% have nested 
eval calls

Best practice:
“eval is the most misused feature of JavaScript. Avoid it.”
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THE STATIC ANALYSIS PROBLEM

➤ Static analysis assumption: The program code is static

➤ Eval brakes this assumption!

x = 0;
while (x >= 0) {

if (x % 2 == 0)
x = x + 1;

else
x = x + 2;

}
<latexit sha1_base64="F7qZuuM6FQITc5ELjHcY6U NldYE="> icv6zBBbYC4zkee+tTQhWwpilyOkzP7mbIZwjog2a5ZcYV3ZyjmXMPurs+NL374be+y7bWzssYjt+0PGmRHVmO7sWF8etZdouwmommVqH/uKQq2Z2wT6xlLUrW+yorHrr5hO5cweHrrrKM3s4SNnH116NoXSaT7zatDLXvmXfnlkhwhSmZK9IGE/NAbQXoxM+uJVxKhv1VY5fQlSVSuf2m+3ufbKjCY906PH8WihAZTrLrQtbw6SKFiJJk2ginbCHZ7Xp3ABhP55J9cf88fG68lBEh8kP0/2nn/fP/TbwYPgq+BhkARPg+fBj8HL4Dgogj8Gg0E4uDN8P/xz+Nfw703ojUGfcz+4sob//As/RraN</latexit><latexit sha1_base64="F7qZuuM6FQITc5ELjHcY6U NldYE="> icv6zBBbYC4zkee+tTQhWwpilyOkzP7mbIZwjog2a5ZcYV3ZyjmXMPurs+NL374be+y7bWzssYjt+0PGmRHVmO7sWF8etZdouwmommVqH/uKQq2Z2wT6xlLUrW+yorHrr5hO5cweHrrrKM3s4SNnH116NoXSaT7zatDLXvmXfnlkhwhSmZK9IGE/NAbQXoxM+uJVxKhv1VY5fQlSVSuf2m+3ufbKjCY906PH8WihAZTrLrQtbw6SKFiJJk2ginbCHZ7Xp3ABhP55J9cf88fG68lBEh8kP0/2nn/fP/TbwYPgq+BhkARPg+fBj8HL4Dgogj8Gg0E4uDN8P/xz+Nfw703ojUGfcz+4sob//As/RraN</latexit><latexit sha1_base64="F7qZuuM6FQITc5ELjHcY6U NldYE="> icv6zBBbYC4zkee+tTQhWwpilyOkzP7mbIZwjog2a5ZcYV3ZyjmXMPurs+NL374be+y7bWzssYjt+0PGmRHVmO7sWF8etZdouwmommVqH/uKQq2Z2wT6xlLUrW+yorHrr5hO5cweHrrrKM3s4SNnH116NoXSaT7zatDLXvmXfnlkhwhSmZK9IGE/NAbQXoxM+uJVxKhv1VY5fQlSVSuf2m+3ufbKjCY906PH8WihAZTrLrQtbw6SKFiJJk2ginbCHZ7Xp3ABhP55J9cf88fG68lBEh8kP0/2nn/fP/TbwYPgq+BhkARPg+fBj8HL4Dgogj8Gg0E4uDN8P/xz+Nfw703ojUGfcz+4sob//As/RraN</latexit><latexit sha1_base64="F7qZuuM6FQITc5ELjHcY6U NldYE="> icv6zBBbYC4zkee+tTQhWwpilyOkzP7mbIZwjog2a5ZcYV3ZyjmXMPurs+NL374be+y7bWzssYjt+0PGmRHVmO7sWF8etZdouwmommVqH/uKQq2Z2wT6xlLUrW+yorHrr5hO5cweHrrrKM3s4SNnH116NoXSaT7zatDLXvmXfnlkhwhSmZK9IGE/NAbQXoxM+uJVxKhv1VY5fQlSVSuf2m+3ufbKjCY906PH8WihAZTrLrQtbw6SKFiJJk2ginbCHZ7Xp3ABhP55J9cf88fG68lBEh8kP0/2nn/fP/TbwYPgq+BhkARPg+fBj8HL4Dgogj8Gg0E4uDN8P/xz+Nfw703ojUGfcz+4sob//As/RraN</latexit>

while (x++ < 3)
os = os + "x=x+1;y=10;x=x+1;";

<latexit sha1_base64="o9z7e0QzJLHVAH9MZkFbZ25kUmQ="></latexit><latexit sha1_base64="o9z7e0QzJLHVAH9MZkFbZ25kUmQ="></latexit><latexit sha1_base64="o9z7e0QzJLHVAH9MZkFbZ25kUmQ="></latexit><latexit sha1_base64="o9z7e0QzJLHVAH9MZkFbZ25kUmQ="></latexit>

if (x > 10)
os = "while(x>5){x=x+1;y=x;}";

if (x == 5)
os = "hello ";

if (x == 8)
os = "while(x;";

eval(os);
<latexit sha1_base64="jrAhxC3ZrMPfzVHacyG/NqPGpFc="></latexit><latexit sha1_base64="jrAhxC3ZrMPfzVHacyG/NqPGpFc="></latexit><latexit sha1_base64="jrAhxC3ZrMPfzVHacyG/NqPGpFc="></latexit><latexit sha1_base64="jrAhxC3ZrMPfzVHacyG/NqPGpFc="></latexit>

x = x+ 1; y = 10; x = x+ 1;
<latexit sha1_base64="tiFErFiSDkMGih5EX3QBC9JmWuA=">AAACEHicbVC7SgNBFJ2NrxhfUUstBhNBEMJuGoUQCNpYRjAPSJYwO7mJQ2YfzNyVhCWNn+BX2GplJ7b+gYX/4m6yhSae6nDOvdxzjxNIodE0v4zMyura+kZ2M7e1vbO7l98/aGo/VBwa3Je+ajtMgxQeNFCghHaggLmOhJYzuk781gMoLXzvDicB2C4bemIgOMNY6uWPi12X4T1iNK6Oz63KpGqZlTmdFnv5glkyZ6DLxEpJgaSo9/Lf3b7PQxc85JJp3bHMAO2IKRRcwjTXDTUEjI/YEDox9ZgL2o5mX0zpaagZ+jQARYWkMxF+b0TM1XriOvFkElkveon4n9cJcXBpR8ILQgSPJ4dQSJgd0lyJuB6gfaEAkSXJgQqPcqYYIihBGeexGMZ95eI+rMXvl0mzXLLMknVbLtSu0may5IickDNikQtSIzekThqEk0fyTF7Iq/FkvBnvxsd8NGOkO4fkD4zPH8UVm04=</latexit><latexit sha1_base64="tiFErFiSDkMGih5EX3QBC9JmWuA=">AAACEHicbVC7SgNBFJ2NrxhfUUstBhNBEMJuGoUQCNpYRjAPSJYwO7mJQ2YfzNyVhCWNn+BX2GplJ7b+gYX/4m6yhSae6nDOvdxzjxNIodE0v4zMyura+kZ2M7e1vbO7l98/aGo/VBwa3Je+ajtMgxQeNFCghHaggLmOhJYzuk781gMoLXzvDicB2C4bemIgOMNY6uWPi12X4T1iNK6Oz63KpGqZlTmdFnv5glkyZ6DLxEpJgaSo9/Lf3b7PQxc85JJp3bHMAO2IKRRcwjTXDTUEjI/YEDox9ZgL2o5mX0zpaagZ+jQARYWkMxF+b0TM1XriOvFkElkveon4n9cJcXBpR8ILQgSPJ4dQSJgd0lyJuB6gfaEAkSXJgQqPcqYYIihBGeexGMZ95eI+rMXvl0mzXLLMknVbLtSu0may5IickDNikQtSIzekThqEk0fyTF7Iq/FkvBnvxsd8NGOkO4fkD4zPH8UVm04=</latexit><latexit sha1_base64="tiFErFiSDkMGih5EX3QBC9JmWuA=">AAACEHicbVC7SgNBFJ2NrxhfUUstBhNBEMJuGoUQCNpYRjAPSJYwO7mJQ2YfzNyVhCWNn+BX2GplJ7b+gYX/4m6yhSae6nDOvdxzjxNIodE0v4zMyura+kZ2M7e1vbO7l98/aGo/VBwa3Je+ajtMgxQeNFCghHaggLmOhJYzuk781gMoLXzvDicB2C4bemIgOMNY6uWPi12X4T1iNK6Oz63KpGqZlTmdFnv5glkyZ6DLxEpJgaSo9/Lf3b7PQxc85JJp3bHMAO2IKRRcwjTXDTUEjI/YEDox9ZgL2o5mX0zpaagZ+jQARYWkMxF+b0TM1XriOvFkElkveon4n9cJcXBpR8ILQgSPJ4dQSJgd0lyJuB6gfaEAkSXJgQqPcqYYIihBGeexGMZ95eI+rMXvl0mzXLLMknVbLtSu0may5IickDNikQtSIzekThqEk0fyTF7Iq/FkvBnvxsd8NGOkO4fkD4zPH8UVm04=</latexit><latexit sha1_base64="tiFErFiSDkMGih5EX3QBC9JmWuA=">AAACEHicbVC7SgNBFJ2NrxhfUUstBhNBEMJuGoUQCNpYRjAPSJYwO7mJQ2YfzNyVhCWNn+BX2GplJ7b+gYX/4m6yhSae6nDOvdxzjxNIodE0v4zMyura+kZ2M7e1vbO7l98/aGo/VBwa3Je+ajtMgxQeNFCghHaggLmOhJYzuk781gMoLXzvDicB2C4bemIgOMNY6uWPi12X4T1iNK6Oz63KpGqZlTmdFnv5glkyZ6DLxEpJgaSo9/Lf3b7PQxc85JJp3bHMAO2IKRRcwjTXDTUEjI/YEDox9ZgL2o5mX0zpaagZ+jQARYWkMxF+b0TM1XriOvFkElkveon4n9cJcXBpR8ILQgSPJ4dQSJgd0lyJuB6gfaEAkSXJgQqPcqYYIihBGeexGMZ95eI+rMXvl0mzXLLMknVbLtSu0may5IickDNikQtSIzekThqEk0fyTF7Iq/FkvBnvxsd8NGOkO4fkD4zPH8UVm04=</latexit>

Derived at run-time
May contain other eval calls
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STATE OF THE ART IN ANALYZING DYNAMIC CODE

➤ Before introducing the sound static analyzer:

➤ Several static analyzers have been proposed for dynamic languages (PHP, Python, Ruby…)


➤ String analyses fails to precisely analyze string manipulation programs


➤ Almost none of them faced the problem of analyzing string-to-code statements


➤ They ignore the eval effects (inducing unsoundness) or forbid eval usage


➤ A sound static analyzer for dynamic code (TOPS’21): Ingredients

➤ A string abstract domain keeping enough information for extracting code


➤ Design and implementation of an algorithm for extracting executable code from string 
abstractions


➤ IDEA: Analyze code, when an eval is met, extract executable code and recursively call the 
static analyzer on this code!
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THE 
EXISTING 
SOLUTION

A sound abstract interpreter 
for dynamic code
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THE STRING ABSTRACTION: FINITE STATE AUTOMATA

{ "42",
"toString",
"hello"}

gnirtSt o
h

4

2

oll

if (...)
x = "a++;"

else
x = "b++;"

eval(x);

The guard value is 
statically unknown + + ;a

+ + ;b

+ +
a

;
+ +

b

;

Which is the value of x before the eval execution?
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THE STRING ABSTRACTION: FINITE STATE AUTOMATA

The guard value is 
statically unknown

Which is the value of x before the eval execution?

Widening

…

while (...)
x = x + "s++;"

eval(x)

"s++;s++;s++;s++;..."

We want to ensure:

Soundness

Convergence

+ + ;s

;

+ + ;s

+ + ;s + + ;s

+ + ;s+ + ;s + + ;s

+ + ;s+ + ;s+ + ;s + + ;s
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STATIC ANALYSIS OF EVAL

➤ How do we extract executable code from automata? 1) We abstract the argument!

+ +
a

;
+ +

b

;

eval( ) ?

while (x++ < 3)
os = os + "x=x+1;y=10;x=x+1;";

<latexit sha1_base64="o9z7e0QzJLHVAH9MZkFbZ25kUmQ="></latexit><latexit sha1_base64="o9z7e0QzJLHVAH9MZkFbZ25kUmQ="></latexit><latexit sha1_base64="o9z7e0QzJLHVAH9MZkFbZ25kUmQ="></latexit><latexit sha1_base64="o9z7e0QzJLHVAH9MZkFbZ25kUmQ="></latexit>

if (x > 10)
os = "while(x>5){x=x+1;y=x;}";

if (x == 5)
os = "hello ";

if (x == 8)
os = "while(x;";

eval(os);
<latexit sha1_base64="jrAhxC3ZrMPfzVHacyG/NqPGpFc="></latexit><latexit sha1_base64="jrAhxC3ZrMPfzVHacyG/NqPGpFc="></latexit><latexit sha1_base64="jrAhxC3ZrMPfzVHacyG/NqPGpFc="></latexit><latexit sha1_base64="jrAhxC3ZrMPfzVHacyG/NqPGpFc="></latexit>

Not executable

The value of x is statically unknown!
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FROM STRINGS TO SEQUENCES OF PARTIAL STATEMENTS

➤ 2) Automaton of characters ➠ Automaton of partial statements

A partial statement is a prefix 
statement ending with a punctation 

symbol or a punctuation symbol 

Partial statements

1:16 • Vincenzo Arceri and Isabella Mastroeni

Algorithm 3 Statements recognized from a state q.
Require: A FA A = (Q, � ,q0, F , �)
Ensure: Iq set of all pairs (partial statement,reached state)

1: procedure Build(A,q)
2: Iq  ú
3: �������(q,� ,ú)
4: end procedure
5: procedure �������(q,word,Mark)
6: �q  

�
(� ,p)

�� � (q,� ) = p  
7: while �q , ú do
8: select (� ,p) in �q (�q  �q r {(� ,p)})
9: if (q,p) <Mark then

10: if � < Punct ^ p < F then
11: �������(p,word.� ,Mark[{(q,p)})
12: end if
13: if � 2 Punct ^ word.� 2 �Syn then
14: Iq  Iq [ {(word.� ,p)}
15: end if
16: if p 2 F ^ word.� 2 �Syn then
17: Iq  Iq [ {(word.� ,p)}
18: end if
19: end if
20: end while
21: end procedure

Fig. 13. Executable automaton A
pStm
ds = StmSyn(Ads).

non-executable string hello{ is not in A
pStm
ds since it is discarded by Alg. 2, because it does not belong to �pStm.

Instead, the string while(x; is still recognized by the resulting automaton even if it is not executable (this is due
to the fact that with a FA we cannot recognize the balanced parenthesisation).

L���� 4.2. LetA be a cycle-executable �nite state automaton andApStm = StmSyn(A). If a string recognized byA
corresponds to a partial statement, then the partial statement is recognized by A

pStm. Formally, 8� 2 �⇤pStm. S(� ) 2
L (A)) � 2 L (ApStm).
Next theorem tells us that any executable string collected during computation is kept in the transformed
automaton, guaranteeing soundness.
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FROM PARTIAL STATEMENTS TO CODE

➤ 3) Automaton of partial statements ➠ Regular Expressions ➠ CFG

Regular expressions

1:16 • Vincenzo Arceri and Isabella Mastroeni

Algorithm 3 Statements recognized from a state q.
Require: A FA A = (Q, � ,q0, F , �)
Ensure: Iq set of all pairs (partial statement,reached state)

1: procedure Build(A,q)
2: Iq  ú
3: �������(q,� ,ú)
4: end procedure
5: procedure �������(q,word,Mark)
6: �q  

�
(� ,p)

�� � (q,� ) = p  
7: while �q , ú do
8: select (� ,p) in �q (�q  �q r {(� ,p)})
9: if (q,p) <Mark then

10: if � < Punct ^ p < F then
11: �������(p,word.� ,Mark[{(q,p)})
12: end if
13: if � 2 Punct ^ word.� 2 �Syn then
14: Iq  Iq [ {(word.� ,p)}
15: end if
16: if p 2 F ^ word.� 2 �Syn then
17: Iq  Iq [ {(word.� ,p)}
18: end if
19: end if
20: end while
21: end procedure

Fig. 13. Executable automaton A
pStm
ds = StmSyn(Ads).

non-executable string hello{ is not in A
pStm
ds since it is discarded by Alg. 2, because it does not belong to �pStm.

Instead, the string while(x; is still recognized by the resulting automaton even if it is not executable (this is due
to the fact that with a FA we cannot recognize the balanced parenthesisation).

L���� 4.2. LetA be a cycle-executable �nite state automaton andApStm = StmSyn(A). If a string recognized byA
corresponds to a partial statement, then the partial statement is recognized by A

pStm. Formally, 8� 2 �⇤pStm. S(� ) 2
L (A)) � 2 L (ApStm).
Next theorem tells us that any executable string collected during computation is kept in the transformed
automaton, guaranteeing soundness.
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a = 0;

b = 0;

truetrue

Exe#(Astr)

truetrue

x = 1;

true

y = 2;

true

y = 2;a++; b++;
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Finally, we can exploit the inductive structure of regular expression for synthesizing a cfg over-approximating
the executable program contained in s and which can be analyzed by the analyzer. In the example we use
Rds = Regex(ApStm

ds ) = Regex(StmSyn(Ads)).
Given a control-�ow graph G, we refer to its nodes with N (G), to its edges with E(G) and to its entry and

exit points with I (G) and O(G). We de�ne the procedure CFGGen consisting in the function * · + : RE ! CFG
that, given a regular expression r 2 RE, translates it into a control-�ow graph of a program in DImp. Given a
DImp statement c, its standard control-�ow graph it is denoted with CFGDImp(c) and can be build with standard
techniques. The function * · + is inductively de�ned on the structure of regular expressions.

*d+ =
(
CFGDImp(d) if d 2 DImp
CFGDImp(skip) otherwise

*r1r2+ = hNodes(G1) [ Nodes(G2), Edges(G1) [ Edges(G2) [
�
(o, true, i)

�� o 2 Out(G1), i 2 In(G2)
 
,

In(G1),Out(G2)i where G1 = *r1+, G2 = *r2+
*r1+r2+ = hNodes(G1) [ Nodes(G2) [ {`�}, Edges(G1) [ Edges(G2) [

�
(`�, true, i)

�� i 2 In(G1) [ In(G2)
 
,

{`�},Out(G1) [ Out(G2)i where G1 = *r1+, G2 = *r2 + and `� is a fresh node
*(r)⇤+ = hNodes(G) [ {`�, `�},

Edges(G) [
�
(o, true, `�)

�� o 2 Out(G)
 
[

�
(`�, true, i), (i, true, `�)

�� i 2 In(G)
 
,

{`�}, {`�}i
where G = *r + and `� and `� are fresh nodes

In the base case, we check if the string is a legal DImp statement; if so, we rely on the function CFGDImp to build
the corresponding control-�ow graph, otherwise we return the control-�ow graph of the skip statement: this
permits to make the resulting control-�ow graph executable without blocking the execution of other potentially
executable statements. In the inductive cases, the concatenation of two regular expressions is straightforward
and the function simply concatenates two control-�ow graphs inductively generated. In the case of *r1+r2+,
we need to emulate the non-deterministic execution of both the operands. In order to do that, we create a new
node `� that is the new entry point of the resulting control-�ow graph. Then, we link `� to the entry points
of *r1+ and *r2+, labeling the edges with true. In this way, the control-�ow graph execution of *r1+r2+ will
take into account both the branches, i.e. *r1+ and *r2+. We treat in a similar way the case of *(r)⇤+: in order to
guarantee soundness, the control-�ow graph *r+ must be executed an unde�ned numbers of times, hence, we
build a while-loop-like control-�ow graph creating two new nodes, `� and `�, that are the new entry and the new
exit node of the resulting control-�ow graph, respectively. Further, we add edges from `� to the entry points of
*r+ and from the exit points of *r+ to `�, labeled with true. Finally, we link `� to `�, emulating the false-branch
of a while loop.

In Fig. 13 we report the example of control-�ow graph generation for the or and the star cases.
In our running example, the synthesis from the regular expression Rexp, i.e., Gsyn = CFGGen(Rexp), is the control-

�ow graph reported in Fig. 148. We observe that the transformation of *while(y;+ corresponds to the control-�ow
graph of a semicolon (right-most path in Fig. 14). If none of the strings represented by the input regular expression
is executable, a SyntaxError is raised during the analysis, according to the eval semantics.

The next theorem proves that our approach is sound: intuitively, given an automaton A, for any string,
corresponding to a valid DImp statement, any path of its corresponding control-�ow graph is contained, up
to true-branches added by CFGGen to handle non-determinism, in CFGGen(Regex(StmSyn(A))). Hence, to prove

8From here on, all the the control-�ow graphs have been generated by applying the rules of * · +. Nevertheless, for the sake of readability, we
have hidden statement of consecutive true-branches generated by * · +.
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In the base case, we check if the string is a legal DImp statement; if so, we rely on the function CFGDImp to build
the corresponding control-�ow graph, otherwise we return the control-�ow graph of the skip statement: this
permits to make the resulting control-�ow graph executable without blocking the execution of other potentially
executable statements. In the inductive cases, the concatenation of two regular expressions is straightforward
and the function simply concatenates two control-�ow graphs inductively generated. In the case of *r1+r2+,
we need to emulate the non-deterministic execution of both the operands. In order to do that, we create a new
node `� that is the new entry point of the resulting control-�ow graph. Then, we link `� to the entry points
of *r1+ and *r2+, labeling the edges with true. In this way, the control-�ow graph execution of *r1+r2+ will
take into account both the branches, i.e. *r1+ and *r2+. We treat in a similar way the case of *(r)⇤+: in order to
guarantee soundness, the control-�ow graph *r+ must be executed an unde�ned numbers of times, hence, we
build a while-loop-like control-�ow graph creating two new nodes, `� and `�, that are the new entry and the new
exit node of the resulting control-�ow graph, respectively. Further, we add edges from `� to the entry points of
*r+ and from the exit points of *r+ to `�, labeled with true. Finally, we link `� to `�, emulating the false-branch
of a while loop.

In Fig. 13 we report the example of control-�ow graph generation for the or and the star cases.
In our running example, the synthesis from the regular expression Rexp, i.e., Gsyn = CFGGen(Rexp), is the control-

�ow graph reported in Fig. 148. We observe that the transformation of *while(y;+ corresponds to the control-�ow
graph of a semicolon (right-most path in Fig. 14). If none of the strings represented by the input regular expression
is executable, a SyntaxError is raised during the analysis, according to the eval semantics.

The next theorem proves that our approach is sound: intuitively, given an automaton A, for any string,
corresponding to a valid DImp statement, any path of its corresponding control-�ow graph is contained, up
to true-branches added by CFGGen to handle non-determinism, in CFGGen(Regex(StmSyn(A))). Hence, to prove

8From here on, all the the control-�ow graphs have been generated by applying the rules of * · +. Nevertheless, for the sake of readability, we
have hidden statement of consecutive true-branches generated by * · +.
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where G = *r + and `� and `� are fresh nodes

In the base case, we check if the string is a legal DImp statement; if so, we rely on the function CFGDImp to build
the corresponding control-�ow graph, otherwise we return the control-�ow graph of the skip statement: this
permits to make the resulting control-�ow graph executable without blocking the execution of other potentially
executable statements. In the inductive cases, the concatenation of two regular expressions is straightforward
and the function simply concatenates two control-�ow graphs inductively generated. In the case of *r1+r2+,
we need to emulate the non-deterministic execution of both the operands. In order to do that, we create a new
node `� that is the new entry point of the resulting control-�ow graph. Then, we link `� to the entry points
of *r1+ and *r2+, labeling the edges with true. In this way, the control-�ow graph execution of *r1+r2+ will
take into account both the branches, i.e. *r1+ and *r2+. We treat in a similar way the case of *(r)⇤+: in order to
guarantee soundness, the control-�ow graph *r+ must be executed an unde�ned numbers of times, hence, we
build a while-loop-like control-�ow graph creating two new nodes, `� and `�, that are the new entry and the new
exit node of the resulting control-�ow graph, respectively. Further, we add edges from `� to the entry points of
*r+ and from the exit points of *r+ to `�, labeled with true. Finally, we link `� to `�, emulating the false-branch
of a while loop.

In Fig. 13 we report the example of control-�ow graph generation for the or and the star cases.
In our running example, the synthesis from the regular expression Rexp, i.e., Gsyn = CFGGen(Rexp), is the control-

�ow graph reported in Fig. 148. We observe that the transformation of *while(y;+ corresponds to the control-�ow
graph of a semicolon (right-most path in Fig. 14). If none of the strings represented by the input regular expression
is executable, a SyntaxError is raised during the analysis, according to the eval semantics.

The next theorem proves that our approach is sound: intuitively, given an automaton A, for any string,
corresponding to a valid DImp statement, any path of its corresponding control-�ow graph is contained, up
to true-branches added by CFGGen to handle non-determinism, in CFGGen(Regex(StmSyn(A))). Hence, to prove

8From here on, all the the control-�ow graphs have been generated by applying the rules of * · +. Nevertheless, for the sake of readability, we
have hidden statement of consecutive true-branches generated by * · +.
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Fig. 14. Examples of CFG generation with the statically unknown guard ~.

T������ 4.3. Let s be a string expression, letAs be the automaton recognizing the language of strings potentially
associated with s, and A

pStm
s , StmSyn(As), then 8� 2 L (As) e µJS . 9� 2 L (ApStm

s ) such that tocode(S(� )) = � .

P����. Given � 2 L (As) e µJS, from Lemma 4.1, 9� 2 �⇤
pStm. tocode(S(� )) = � and from Lemma 4.2,

� 2 L (ApStm
s ). ⇤

From the computational point of view, we can observe that the procedure Build(A,q) executes a number of
recursive-call sequences equal to the number of maximal acyclic paths starting from q on A. The number of these
paths can be computed as

Õ
q2Q (outDe�ree(q) � 1) + 1, where outDe�ree(q) is the number of outgoing edges

from q. The worst case depth of a recursive-call sequence is |Q |. Thus, the worst case complexity of Build (when
outDe�ree(q) = |Q | ⇥ |�| for all q 2 Q) is O(|Q |3). As far as the procedure StmSyn is concerned, we can observe
that in the worst case we keep in StmSyn(A) all the |Q | states of A, hence in this case we launch |Q | times the
procedure Build, and therefore the worst case complexity of StmSyn is O(|Q |4).

4.2 CFGGen: Control-flow graph generation
At this point, the idea is to use the so far obtained automaton over the alphabet �pStm to generate a CFG
approximating the programs executed by eval(s). This phase is handled by the procedure CFGGen and works
by several steps. It is well known that, an automaton can be equivalently rewritten as a regular expression r
describing the language the automatonA recognizes [13], namely L (A) = L (r), where L (r) denotes the language
recognized by r. Let RE be the domain of regular expressions over the alphabet �pStm, and Regex : FA ! RE be
such an extractor. For instance, in the running example, rds = Regex(ApStm

ds ) is the following regular expression:

rds = x:=x+1; || while(x>5){x:=x+1;y:=x}; || x:=x+1;(y:=10;x:=x+1;)⇤ || while(x;

where || and ⇤ respectively correspond to the disjunction and the Kleene-star between regular expressions. The
analyzer implements the Brzozowski algebraic method [13] to convert an automaton to an equivalent regular
expression. In particular, since concatenation is distributive w.r.t. ||, the conversion algorithm always distributes,
in this case. Hence for instance, x=1;(y =2; || y=3;) is converted to (x=1;y=2;) || (x=1;y=3;).

At this point, we pass through an augmented version of µJS before generating a CFG . We add, to the µJS
boolean expressions, a statically unknown guard ~, namely b ::= . . . |~, that is intended as a boolean expression
that both evaluates to true and false (i.e., it is statically unknown). We denote by µJS~ the µJS language plus ~.
Let us show how we intend to use ~ in the CFG generation by means of the examples shown in Fig. 7a and Fig. 7b,
corresponding to the CFG of if(~){a:=a+1}else{b:=b+1}; and while(~){a:=a+1};, respectively. When ~ occurs
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if (~) {
if (~) {

if (~) {
x := x + 1

} else {
skip

}
} else {

while (x > 5) {
x := x + 1; y := x

}
}

} else {
x := x + 1;
while (~) {

y := 10; x := x + 1
}

}

(a) (b)

Fig. 15. (a) µJS~ program of *rds+, (b) CFG Gds generated by CFGGen module

Putting all the sub-procedures together, we can de�ne the procedure CFGGen, that takes as input an automaton A

over �pStm and generates a CFG, as CFGGen(A) , CFG(*Regex(A)+).
Finally, we need to prove soundness, namely we have to prove that the output CFG contains the computation

of all the executable strings recognized by the starting automaton. Namely, we can show that the CFG generation
does not lose any executable string. In particular, next lemma shows that the CFG generated by CFG(*r+) contains
all the concrete computations of executable strings recognized by r, recalling that S converts a string of strings
(in (�⇤)⇤) in a string of characters (in �⇤), and tocode interprets a string of chars as a executable code, if possible.

L���� 4.4. Given a regular expression r 2 RE over �pStm, let Gr , CFG(*r+), then 8� 2 L (r),
8m 2 M. 9� ✓ Paths(Gr) s.t. Jtocode(S(� ))K m v

ƒ
� 2�

J�K m

Finally, next theorem tells us that any executable string collected by the analysis is kept in the �nal CFG.

T������ 4.5. Let m 2 M and m# 2 M# be the corresponding abstract memory. Let s 2 SExp be a string expression
and As be the FA recognizing the strings associated with s in the memory m#, then 8� 2 L (As) e µJS . 9� ✓
Paths(Gs), Gs , CFGGen(StmSyn(As)). J�K m v �

� √#
� 2� J�K# m# � .

P����. By Thm. 4.3, we have that 8� 2 L (As)e µJS there exists � 2 L (StmSyn(As)) such that tocode(S(� )) =
� , hence any string collected in As corresponding to executable code, is kept in the transformed automa-
ton A

pStm
s = StmSyn(As). By [13] it is well known that L (StmSyn(As)) = L (Regex(StmSyn(As))), hence

� 2 L (Regex(StmSyn(As))). By Lemma 4.4 we have J�K m = Jtocode(S(� ))K m v √
� 2� J�K m and by Lemma 4.4

and Thm. 3.3 we have
√

� 2� J�K m v �
� √#

� 2� J�K# m# � . ⇤

5 EVALUATING THE ANALYZER
We have implemented the µJS static analyzer (available at https://github.com/SPY-Lab/mujs-analyzer) described
in this paper8. It should be clear that, being µJS a core language and not real JavaScript, our evaluation cannot
8It is worth noting that, we are currently integrating our approach in TAJS static analyzer [38].
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➤ In order to guarantee soundness we lose precision!

➤ When the executable code contained in the automaton is infinite we have a 

problem!

2 Improving dynamic code analysis by code abstraction

str = "x=5";
while (i < 3) {
str = str + "5";
i = i + 1;

}
str = str + ";"; eval(str);

x = 5

5

;

Figure 1: A s.t. L (A) = {x = 5n; | n > 0}, where 5n means 5 repeated n times.

The context: Analyzing dynamic code. A major problem in presence of dynamic code generation is
that static analysis becomes extremely hard if not impossible. This happens because program data struc-
tures, such as the control-flow graph and the system of recursive equations associated with the program in
question, are themselves dynamically mutating objects. Recently [3], the problem of analyzing dynamic
code has been tackled by treating code as any other dynamic structure that can be statically analyzed

by abstract interpretation, and to treat the abstract interpreter as any other program function that can

be recursively called. In particular, in [3], we provide a static analyzer architecture for a core dynamic
language, containing non-removable eval statements, that still has some limitation in terms of precision
but provides the necessary ground for studying more precise solutions to the problem. In particular,

• We have designed an automata-based string abstract domain [4] for analyzing string values during
execution. Automata (FA) provide the perfect choice for abstracting strings that may be executed
by eval since they allow us to over-approximate the set of possible values of string variables
by keeping enough information for both analyzing properties of string variables that are never
executed by an eval during computation and for extracting the potential executable sub-language.

• In order to statically analyze the code potentially executed by an eval, we have designed a sys-
tematic process for extracting from the (abstract) argument of eval (i.e., from the FA collection
of its potential arguments) an over-approximation of executable code that this collection contains.
Clearly, this approximation must keep a form that the analyzer can interpret.

• We designed a static analyzer for dynamic languages performing a recursive call of the interpreter
on the (over-approximated) code that eval may execute.

The problem: Improve precision analysis by abstracting code. This analysis provides a first step
towards the analysis of dynamic languages but still has some important precision loss [3]. In particu-
lar, there are particular forms of FA (which occur when the string is dynamically generated by loops)
avoiding the possibility of generating a control flow graph (CFG) able to approximate the code executed
by an eval. For instance, when the FA accepts a language such as

�
x=(5)n;

�� n > 0
 

, the analysis in
[3] cannot extract, from the FA, the CFG approximating the eval argument. In order to better explain
the problem, consider the code in Fig. 1, where the value of i is statically unknown. In Fig. 1, we draw
the automaton A representing the abstract value of str before the eval execution. The problem is that
A has a cycle not involving a whole statement [3]. This situation makes the analyzer unable to build a
CFG over-approximating the code potentially executed since, intuitively, such a CFG should be infinite.
Indeed, only an infinite CFG could capture all the possible assignments described by the FA, namely all
the assignments of any possible number formed only by 5 to the variable x (i.e., x=5;,x=55;,x=555;. . . ).
In order to make it possible to overcome this limitation, at least for a set of potential eval patterns, we

propose to define a form of abstract CFG able to finitely represent a potential infinite set of CFGs, e.g.,
we look for a CFG representing x=5⇤.
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Figure 1: A s.t. L (A) = {x = 5n; | n > 0}, where 5n means 5 repeated n times.
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`1 str := "x:=5"; `2i := 0;
`3 while (i < N) {

`4 str := str + "5";
`5i:=i+1;`6

}
`7 str := "if(x<5){" + str

+ "}else{x:=1};";
`8 eval(str)`9

(a)

1

2 3

4

1

2 3

4

¬(x < 5)
<latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit>

x < 5
<latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit>

x := 1
<latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit><latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit><latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit><latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit>

x := (5)�
<latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit><latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit><latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit><latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit>

x := +
<latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit>

x := +
<latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit>

(x < +)
<latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit><latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit><latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit><latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit>

¬(x < +)
<latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit><latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit><latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit><latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit>

(b)

Figure 5: (a) Dynamically-generating code sample. (b) CFG associated to str.

Analyzing dynamic code. Let r be a static analysis performing in particular rS 2 uco(√(S)) on
strings, where S = K ⇤ denotes strings over a finite alphabet K . Note that, our analyzer has to work
on any (abstract) CFG that can be dynamically generated, hence it has to be designed with this purpose
in mind. In particular, as we will show, we will generate only abstract CFGs with a code abstraction h
complete w.r.t. r . This means, by construction, that h must be more abstract than °[r], which means that
each set of elements in h corresponds to a subset of the elements (abstract predicates) of °[r]. Hence,
in order to guarantee to interpret predicates in any h complete, it is sufficient to design the analyzer
soundly interpreting any abstract predicate in °[r]. For instance, °[Sign] is the abstraction containing all
the predicates, involving integers, of the form x:=S, x<S, etc, with S 2 Sign, e.g., an abstract predicate is
x:=Z+, and the analyzer for Sign should be able to interpret also such abstract predicates.
Let x be the input string parameter of an eval statement, we denote by S rS(x) the abstract value for
x computed by the analysis on rS. For example, suppose that the collection of values for the string
x before the eval is {a:=0,a:=1}. By defining rS as the k-bounded string set abstract domain [1],
with k = 2, S rS(x) = {a:=0,a:=1}, while by using the prefix abstract domain PR [8], S PR(x) =�
a:=s

�� s 2 S
 

. When the abstracted string and the abstraction is clear from the context, we simply
denote this set by S and we assume (for the sake of simplicity) that any string in S is an executable
language statement10. In the following, we abuse notation by denoting S also the automaton recogniz-
ing the language.
Consider for example, the program reported in Fig. 5a, a program building and manipulating the string
str at run-time, which is, afterwards, interpreted as executable code, being the input parameter of the
string-to-code statement eval. Since the value of N is unknown at compile-time, we cannot predict the
precise number of iterations of the while-loop. In this case, a suitable string abstract analysis would
approximate the value of str, before the eval execution, to an abstract value corresponding to an over-
approximation of the possible values for str, which may be also, due to abstraction, an infinite set of
strings, and therefore an infinite set of possible programs. For instance, in the example, if we abstract
strings into the regular expression abstract domain [7] (or equivalently into the finite state automata
abstract domain [2]), the value of str after the while loop will be the abstract value x := 5(5)⇤; corre-
sponding to an infinite set of programs, i.e., x:=5;, x:=55, x:=555;. . . . In this case, the common practice
for analyzing eval is simply to give up with the analysis, for example by halting the analysis throwing
an exception [18] or forbidding its usage [19].

Let rC S be the abstract domain for all the possible values (integers, strings and booleans) [3]. Note

10Note that, this assumption corresponds to a decidable condition, hence it is possible to check it and to implement ad hoc
solutions when it does not hold.
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CODE ABSTRACTION

➤ We model code as control flow graphs (CFG)

➤ We leave unchanged the control structure and we abstract the effects on the 

state: labels as sets of statements

4 Improving dynamic code analysis by code abstraction

`1x := 0;
`2 while (x<5)
{`3x := x + 1`4 };

`5x:=7`6

(a)

1

2

5

6

3

4

x := 0
<latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit>

true
<latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit>

¬(x < 5)
<latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit>

x < 5
<latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit>

x := x + 1
<latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit>
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(b)

Figure 3: Example of CFG: (a) Fragment of code and (b) corresponding CFG.

Concrete semantics. The concrete semantics of our language Imp is intuitive and it is fully reported
in [2]. Since our aim is to analyze Imp programs by analyzing their CFGs, we focus here only on the
interpretation of CFG’s labels [26]. In particular, we have to specify the semantics associated with each
possible edge of the CFG. In other words, we have to formalize how each statement transforms a current
state, which is represented as a store, namely as an association between identifiers and values. It is well
known that static program analysis works by computing (abstract) collecting semantics, namely for each
program point ` and for each variable x, it computes the set of values that the variable x can have in any
computation at the program point `. Hence, we define (collecting) memories m, associating with each
variable a set of values. The basic values of Imp are integers, booleans and strings, hence we define the
set of memories as M def

= Var ! (√(Z)[Bool[√(S⇤)), ranged over the meta-variable m, where Bool =
√({false,true}). Let us denote by V this domain of collections of values √(Z) [Bool[√(S⇤).
The update of memory m for a variable x with set of values v is denoted m[x/v]. The partial order v
between memories is defined as m1 v m2 , 8x 2 Id. m1(x) ✓ m2(x). Finally, lub and glb of memories
are computed point-wise, i.e., m1 tm2

def
= lx.m1(x)[m2(x) and m1 um2

def
= lx.m1(x)\m2(x).

The collecting (input/output) semantics of statements c 2 Y is defined as the function JcK : M�!M. We
denote by L ·M the collecting semantics of expressions, defined as additive lift4 to sets of memories of
the standard expression semantics. We abuse notation by denoting as J·K also its additive lift to sets of
statements.

Jx:=eKm = m[x/LeMm] JbKm = mu
F�

m
�� LbMm = true

 

Jeval(s)Km = JLsMme ImpKm

where e is the intersection in the set of Imp programs. By computing the traces of application of this
transfer function, starting from any possible input memory, we precisely compute the maximal trace
semantics [24].

Static analysis on CFG: Semantic abstraction. It is well known that when we perform static analysis
on a CFG, we interpret, on the corresponding abstract domain, all the edges, and more specifically all
the labels (in Y) [26]. This is also a quite standard approach, but we recall it here for fixing the notation
used. We suppose to abstract values on the coalesced sum [2] of the Sign abstract domain for integers,

4Let f : S ! S be a generic function, by additive lift we mean its extension to sets of elements, i.e., 8X ✓ S we define
f (X)

def
=
�

f (x)
�� x 2 S

 
. If f : S !√(S), then its lift to sets of memories is f (X)

def
=

S�
f (x)

�� x 2 S
 

4 Improving dynamic code analysis by code abstraction

`1x := 0;
`2 while (x<5)
{`3x := x + 1`4 };

`5x:=7`6

(a)

1

2

5

6

3

4

x := 0
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true
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¬(x < 5)
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<latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit>

x := x + 1
<latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit>

x := 7
<latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit>

(b)

Figure 3: Example of CFG: (a) Fragment of code and (b) corresponding CFG.

Concrete semantics. The concrete semantics of our language Imp is intuitive and it is fully reported
in [2]. Since our aim is to analyze Imp programs by analyzing their CFGs, we focus here only on the
interpretation of CFG’s labels [26]. In particular, we have to specify the semantics associated with each
possible edge of the CFG. In other words, we have to formalize how each statement transforms a current
state, which is represented as a store, namely as an association between identifiers and values. It is well
known that static program analysis works by computing (abstract) collecting semantics, namely for each
program point ` and for each variable x, it computes the set of values that the variable x can have in any
computation at the program point `. Hence, we define (collecting) memories m, associating with each
variable a set of values. The basic values of Imp are integers, booleans and strings, hence we define the
set of memories as M def

= Var ! (√(Z)[Bool[√(S⇤)), ranged over the meta-variable m, where Bool =
√({false,true}). Let us denote by V this domain of collections of values √(Z) [Bool[√(S⇤).
The update of memory m for a variable x with set of values v is denoted m[x/v]. The partial order v
between memories is defined as m1 v m2 , 8x 2 Id. m1(x) ✓ m2(x). Finally, lub and glb of memories
are computed point-wise, i.e., m1 tm2

def
= lx.m1(x)[m2(x) and m1 um2

def
= lx.m1(x)\m2(x).

The collecting (input/output) semantics of statements c 2 Y is defined as the function JcK : M�!M. We
denote by L ·M the collecting semantics of expressions, defined as additive lift4 to sets of memories of
the standard expression semantics. We abuse notation by denoting as J·K also its additive lift to sets of
statements.

Jx:=eKm = m[x/LeMm] JbKm = mu
F�

m
�� LbMm = true

 

Jeval(s)Km = JLsMme ImpKm

where e is the intersection in the set of Imp programs. By computing the traces of application of this
transfer function, starting from any possible input memory, we precisely compute the maximal trace
semantics [24].

Static analysis on CFG: Semantic abstraction. It is well known that when we perform static analysis
on a CFG, we interpret, on the corresponding abstract domain, all the edges, and more specifically all
the labels (in Y) [26]. This is also a quite standard approach, but we recall it here for fixing the notation
used. We suppose to abstract values on the coalesced sum [2] of the Sign abstract domain for integers,

4Let f : S ! S be a generic function, by additive lift we mean its extension to sets of elements, i.e., 8X ✓ S we define
f (X)

def
=
�

f (x)
�� x 2 S

 
. If f : S !√(S), then its lift to sets of memories is f (X)

def
=

S�
f (x)

�� x 2 S
 

6 Improving dynamic code analysis by code abstraction
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x := 0
<latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit>

true
<latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit>

¬(x < 5)
<latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit>

x < 5
<latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit>

x := x + 1
<latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit>

x := 7
<latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit>
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<latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit>

x :={0}
<latexit sha1_base64="owD48o1TFqwpLLHkMsKY4ALMI7c=">AAACAHicbVDLSsNAFJ3UV62vqks3g0VwVZIqKIJQdOOygn1AE8tkeluHTh7M3IglZONXuNWVO3Hrn7jwX0xiFtp6Vodz7uWee9xQCo2m+WmUFhaXllfKq5W19Y3Nrer2TkcHkeLQ5oEMVM9lGqTwoY0CJfRCBcxzJXTdyWXmd+9BaRH4NzgNwfHY2BcjwRmm0m1sI9KHs/PEjk07GVRrZt3MQeeJVZAaKdAaVL/sYcAjD3zkkmndt8wQnZgpFFxCUrEjDSHjEzaGfkp95oF24jx1Qg8izTCgISgqJM1F+L0RM0/rqeemkx7DOz3rZeJ/Xj/C0akTCz+MEHyeHUIhIT+kuRJpHUCHQgEiy5IDFT7lTDFEUIIyzlMxSvuppH1Ys9/Pk06jbh3VG9fHteZF0UyZ7JF9ckgsckKa5Iq0SJtwosgTeSYvxqPxarwZ7z+jJaPY2SV/YHx8A94flro=</latexit>

x := Z+
<latexit sha1_base64="RwdUQYAMsTd3rGXA66ClvBda4ac=">AAACC3icbVDLSgNBEJyNrxhfqx48eBkMgiCE3SgoASHoxWME88BsDLOTThwy+2CmVwzLfoJf4VVP3sSrH+HBf3E35qCJdSqquunqckMpNFrWp5Gbm19YXMovF1ZW19Y3zM2thg4ixaHOAxmolss0SOFDHQVKaIUKmOdKaLrDi8xv3oPSIvCvcRRCx2MDX/QFZ5hKXXMndhDpQ+UscSqOx/DOdeOb5PawaxatkjUGnSX2hBTJBLWu+eX0Ah554COXTOu2bYXYiZlCwSUkBSfSEDI+ZANop9RnHuhOPH4gofuRZhjQEBQVko5F+L0RM0/rkeemk1lGPe1l4n9eO8L+aScWfhgh+Dw7hELC+JDmSqTNAO0JBYgsSw5U+JQzxRBBCco4T8UoraqQ9mFPfz9LGuWSfVQqXx0Xq+eTZvJkl+yRA2KTE1Ill6RG6oSThDyRZ/JiPBqvxpvx/jOaMyY72+QPjI9vHRCaoA==</latexit>

x := x + Z+
<latexit sha1_base64="GJN0O4k+jMQ26jf0CzMZnDSEDtI=">AAACD3icbVDLSgNBEJz1GeNr1WMug0EQAmE3CkpACHrxGME8MBvD7KQTh8w+mOmVhCUHP8Gv8Konb+LVT/Dgv7gbc9DEOhVV3XR1uaEUGi3r01hYXFpeWc2sZdc3Nre2zZ3dug4ixaHGAxmopss0SOFDDQVKaIYKmOdKaLiDi9Rv3IPSIvCvcRRC22N9X/QEZ5hIHTMXO4h0WD4bOuXC2Ck7HsM7141vxreFjpm3itYEdJ7YU5InU1Q75pfTDXjkgY9cMq1bthViO2YKBZcwzjqRhpDxAetDK6E+80C348kTY3oQaYYBDUFRIelEhN8bMfO0HnluMplm1LNeKv7ntSLsnbZj4YcRgs/TQygkTA5prkTSDtCuUIDI0uRAhU85UwwRlKCM80SMkrqySR/27PfzpF4q2kfF0tVxvnI+bSZDcmSfHBKbnJAKuSRVUiOcPJAn8kxejEfj1Xgz3n9GF4zpzh75A+PjG7ninAE=</latexit>

x < Z+
<latexit sha1_base64="Xj8zYcVWj3idzCBz3jqTsIZySoE=">AAACCnicbVDLSgNBEJyNrxhfUcGLl8EgCELYjYIiHoJePEYwD8yuYXbSiUNmH8z0imHNH/gVXvXkTbz6Ex78F3fjHjSxTkVVN11dbiiFRtP8NHIzs3PzC/nFwtLyyupacX2joYNIcajzQAaq5TINUvhQR4ESWqEC5rkSmu7gPPWbd6C0CPwrHIbgeKzvi57gDBOpU9yKbUR6fzqyT2yP4a3rxtejm/1OsWSWzTHoNLEyUiIZap3il90NeOSBj1wyrduWGaITM4WCSxgV7EhDyPiA9aGdUJ95oJ14nH9EdyPNMKAhKCokHYvweyNmntZDz00m04x60kvF/7x2hL1jJxZ+GCH4PD2EQsL4kOZKJMUA7QoFiCxNDlT4lDPFEEEJyjhPxChpqpD0YU1+P00albJ1UK5cHpaqZ1kzebJNdsgescgRqZILUiN1wskDeSLP5MV4NF6NN+P9ZzRnZDub5A+Mj2+Vzppb</latexit>¬(x < Z+)

<latexit sha1_base64="fM0v7fmhvnYv5CwN6d10Z/bW8GI=">AAACEHicbVC7TsNAEDzzDOEVoITiRIQUhBTZAQmEKCJoKINEHiIO0flYwinns3W3RkSWGz6Br6CFig7R8gcU/At2SAGBqUYzu9rZ8UIpDNr2hzUxOTU9M5uby88vLC4tF1ZWGyaINIc6D2SgWx4zIIWCOgqU0Ao1MN+T0PT6J5nfvAVtRKDOcRBCx2c9Ja4FZ5hK3cKGq6BXil1EeneUuIeuz/DG8+KL5HJnu1so2mV7CPqXOCNSJCPUuoVP9yrgkQ8KuWTGtB07xE7MNAouIcm7kYGQ8T7rQTulivlgOvHwi4RuRYZhQEPQVEg6FOHnRsx8Ywa+l05mIc24l4n/ee0Irw86sVBhhKB4dgiFhOEhw7VI6wF6JTQgsiw5UKEoZ5ohghaUcZ6KUdpXPu3DGf/+L2lUys5uuXK2V6wej5rJkXWySUrEIfukSk5JjdQJJ/fkkTyRZ+vBerFerbfv0QlrtLNGfsF6/wKgyZx+</latexit>

Figure 4: CFG abstracted by signs.

Abstracting code vs abstracting semantics. As previously noted, we aim at characterizing code ab-
stractions, for dynamically generated code, for which the given analysis works precisely. Formally, let
us consider the following equation:

8mr 2 Mr ✓ M.8j 2 Y. Jh(j)Kmr = Jh(j)Krmr (1)

If this equality does not hold it means that the abstract semantic interpretation J·Kr merges predicates
distinguished by h . Namely, when the program is observed by means of its (abstract) semantics the
actual abstraction of predicates is not precisely h , but it is h affected in some way by J·Kr . By changing
the point of view, we have that, in this case, the analysis cannot precisely interpret the abstract code,
since h abstracts the code by distinguishing information that r cannot distinguish.
As an example, consider the sign domain above, when h(x:=5) =

�
x:=n

�� 1  n  5
 

the equation
does not hold since the concrete semantics of this set does not take any positive value for x. While, if
h(x:=5) =

�
x:=n

�� n 2 Z+ [{0}
 

, then Eq. 1 holds since its concrete semantics is precisely the set of
non-negative values. It is worth noting that Eq. 1 is a forward completeness [16] of the code abstraction
w.r.t. the semantic interpretation, meaning that the semantic abstraction does not add imprecision to the
code one.
In order to investigate the relation existing between the code abstraction h and the semantic abstraction r ,
we observe that, whenever we have a semantic abstraction r , we have a natural code abstraction induced
by r . Namely, by only observing (abstract) information about the computation, we cannot distinguish
statements with the same (abstract) semantics, independently from what any possible code abstraction
does. For instance, if we analyze parity of program variables, we are unable to distinguish x:=2 from
x:=4, independently from how a potential code abstraction h is defined on x:=2. The first step consists
in defining a code abstraction for expressions in terms of semantic one. Consider r 2 uco(V), we define
br(e) inductively on the expressions structure

br(a) :
⇢ br(a1opa2)

def
=
�
a0opa00 �� a0 2 br(a1),a00 2 br(a2)

 def
= br(a1)op br(a2)

br(x) def
= x, br(n) def

=
�
m
�� m 2 r({n})

 

br(b) :
⇢ br(b1bopb2)

def
= br(b1)bop br(b2), br(¬b) def

= ¬br(b)
br(x) def

= x, br(true)
def
=
�
t
�� t 2 r(true)

 
, br(false)

def
=
�
t
�� t 2 r(false)

 

br(s) :

8
<

:

br(concat(s1,s2))
def
= concat(br(s1),br(s2)),

br(substr(s,a1,a2))
def
= substr(br(s), br(a1), br(a2))

br(x) def
= x, br("s") def

=
�
"d"

�� d 2 r(s)
 

It represents infinite programs

<latexit sha1_base64="+vvwpn7YHxa+ygKrw0N9CbYO4Fk=">AAACE3icbVDLSsNAFJ34rPUVdenCwSK4KomIiiAU3biSCvYBTSmT6VUHJ5MwcyOWmO78BL/Cra7ciVs/wIX/YlK70NazOpxzL/fc40dSGHScT2ticmp6ZrYwV5xfWFxatldW6yaMNYcaD2Womz4zIIWCGgqU0Iw0sMCX0PBvTnK/cQvaiFBdYC+CdsCulLgUnGEmdewNL0k8RHp3eKTS/n1feUJ5AcNr30/OUi/t2CWn7AxAx4k7JCUyRLVjf3ndkMcBKOSSGdNynQjbCdMouIS06MUGIsZv2BW0MqpYAKadDB5J6VZsGIY0Ak2FpAMRfm8kLDCmF/jZZJ7RjHq5+J/XivHyoJ0IFcUIiueHUEgYHDJci6whoF2hAZHlyYEKRTnTDBG0oIzzTIyzyopZH+7o9+OkvlN298ru+W6pcjxspkDWySbZJi7ZJxVySqqkRjh5IE/kmbxYj9ar9Wa9/4xOWMOdNfIH1sc38tie/g==</latexit>

{x := n | n 2 N}

<latexit sha1_base64="0jkPIr5LQj6x2eZuyxBSY8JTLg4=">AAACEnicbVC7TsNAEDzzDOEVoERCJyIkqshGCCgoImioUJDIQ4qj6HzZhFPOZ+tujYiMU/EJfAUtVHSIlh+g4F+wQwpImGo0s6udHS+UwqBtf1ozs3PzC4u5pfzyyuraemFjs2aCSHOo8kAGuuExA1IoqKJACY1QA/M9CXWvf5759VvQRgTqGgchtHzWU6IrOMNUahd23Dh2EendqUqG90PlCuX6DG88L75M3KRdKNolewQ6TZwxKZIxKu3Cl9sJeOSDQi6ZMU3HDrEVM42CS0jybmQgZLzPetBMqWI+mFY8+iOhe5FhGNAQNBWSjkT4vREz35iB76WTWUYz6WXif14zwu5JKxYqjBAUzw6hkDA6ZLgWaUFAO0IDIsuSAxWKcqYZImhBGeepGKWN5dM+nMnvp0ntoOQclZyrw2L5bNxMjmyTXbJPHHJMyuSCVEiVcPJAnsgzebEerVfrzXr/GZ2xxjtb5A+sj29pXJ65</latexit>

{x < n | n 2 N}

<latexit sha1_base64="g1CpLovFFScOOW3xNEDcjDpQBtY=">AAACFXicbVDLSsNAFJ34rPVVdelmtAiCUBIRFUEounElFWwVmlAm420dnEzCzI1YYrr1E/wKt7pyJ25du/BfTGoWvs7qcM693HOPH0lh0LbfrZHRsfGJydJUeXpmdm6+srDYMmGsOTR5KEN97jMDUihookAJ55EGFvgSzvyrw9w/uwZtRKhOsR+BF7CeEl3BGWZSp7LiJomLSG/29m82VDq4HShXKDdgeOn7yXHqpp1K1a7ZQ9C/xClIlRRodCof7kXI4wAUcsmMaTt2hF7CNAouIS27sYGI8SvWg3ZGFQvAeMnwlZSuxYZhSCPQVEg6FOH7RsICY/qBn03mGc1vLxf/89oxdne9RKgoRlA8P4RCwvCQ4VpkHQG9EBoQWZ4cqFCUM80QQQvKOM/EOCutnPXh/P7+L2lt1pztmnOyVa0fFM2UyDJZJevEITukTo5IgzQJJ3fkgTySJ+veerZerNev0RGr2FkiP2C9fQJQup+1</latexit>

{x := x+ n | n 2 N}

<latexit sha1_base64="7VYY0IgLabxITAuBGvKHYcryO7s=">AAACFnicbVC7TsNAEDzzDOEVoKQ5JUKiimyEgDKChgoFiTykOIrOl0045Xw2d2tEZJyaT+AraKGiQ7S0FPwLdkgBCVONZna1s+OFUhi07U9rbn5hcWk5t5JfXVvf2CxsbddNEGkONR7IQDc9ZkAKBTUUKKEZamC+J6HhDc4yv3EL2ohAXeEwhLbP+kr0BGeYSp1C0Y1jF5HeuX24oSoZ3Y+UK5TrM7z2vPgicZNOoWSX7THoLHEmpEQmqHYKX2434JEPCrlkxrQcO8R2zDQKLiHJu5GBkPEB60MrpYr5YNrx+JeE7kWGYUBD0FRIOhbh90bMfGOGvpdOZhnNtJeJ/3mtCHsn7VioMEJQPDuEQsL4kOFapCUB7QoNiCxLDlQoyplmiKAFZZynYpS2lk/7cKa/nyX1g7JzVHYuD0uV00kzObJLimSfOOSYVMg5qZIa4eSBPJFn8mI9Wq/Wm/X+MzpnTXZ2yB9YH9+AYaBe</latexit>

{x � n | n 2 N}

<latexit sha1_base64="+vvwpn7YHxa+ygKrw0N9CbYO4Fk=">AAACE3icbVDLSsNAFJ34rPUVdenCwSK4KomIiiAU3biSCvYBTSmT6VUHJ5MwcyOWmO78BL/Cra7ciVs/wIX/YlK70NazOpxzL/fc40dSGHScT2ticmp6ZrYwV5xfWFxatldW6yaMNYcaD2Womz4zIIWCGgqU0Iw0sMCX0PBvTnK/cQvaiFBdYC+CdsCulLgUnGEmdewNL0k8RHp3eKTS/n1feUJ5AcNr30/OUi/t2CWn7AxAx4k7JCUyRLVjf3ndkMcBKOSSGdNynQjbCdMouIS06MUGIsZv2BW0MqpYAKadDB5J6VZsGIY0Ak2FpAMRfm8kLDCmF/jZZJ7RjHq5+J/XivHyoJ0IFcUIiueHUEgYHDJci6whoF2hAZHlyYEKRTnTDBG0oIzzTIyzyopZH+7o9+OkvlN298ru+W6pcjxspkDWySbZJi7ZJxVySqqkRjh5IE/kmbxYj9ar9Wa9/4xOWMOdNfIH1sc38tie/g==</latexit>

{x := n | n 2 N}



Mastroeni Isabella ©

CODE ABSTRACTION VS SEMANTIC ABSTRACTION

➤ Semantics naturally induces a code abstraction: By abstractly observing code we 
cannot distinguish between statements with involving the same abstract values

4 Improving dynamic code analysis by code abstraction

`1x := 0;
`2 while (x<5)
{`3x := x + 1`4 };

`5x:=7`6

(a)

1

2

5

6

3

4

x := 0
<latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit>

true
<latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit>

¬(x < 5)
<latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit>

x < 5
<latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit>

x := x + 1
<latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit>

x := 7
<latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit>

(b)

Figure 3: Example of CFG: (a) Fragment of code and (b) corresponding CFG.

Concrete semantics. The concrete semantics of our language Imp is intuitive and it is fully reported
in [2]. Since our aim is to analyze Imp programs by analyzing their CFGs, we focus here only on the
interpretation of CFG’s labels [26]. In particular, we have to specify the semantics associated with each
possible edge of the CFG. In other words, we have to formalize how each statement transforms a current
state, which is represented as a store, namely as an association between identifiers and values. It is well
known that static program analysis works by computing (abstract) collecting semantics, namely for each
program point ` and for each variable x, it computes the set of values that the variable x can have in any
computation at the program point `. Hence, we define (collecting) memories m, associating with each
variable a set of values. The basic values of Imp are integers, booleans and strings, hence we define the
set of memories as M def

= Var ! (√(Z)[Bool[√(S⇤)), ranged over the meta-variable m, where Bool =
√({false,true}). Let us denote by V this domain of collections of values √(Z) [Bool[√(S⇤).
The update of memory m for a variable x with set of values v is denoted m[x/v]. The partial order v
between memories is defined as m1 v m2 , 8x 2 Id. m1(x) ✓ m2(x). Finally, lub and glb of memories
are computed point-wise, i.e., m1 tm2

def
= lx.m1(x)[m2(x) and m1 um2

def
= lx.m1(x)\m2(x).

The collecting (input/output) semantics of statements c 2 Y is defined as the function JcK : M�!M. We
denote by L ·M the collecting semantics of expressions, defined as additive lift4 to sets of memories of
the standard expression semantics. We abuse notation by denoting as J·K also its additive lift to sets of
statements.

Jx:=eKm = m[x/LeMm] JbKm = mu
F�

m
�� LbMm = true

 

Jeval(s)Km = JLsMme ImpKm

where e is the intersection in the set of Imp programs. By computing the traces of application of this
transfer function, starting from any possible input memory, we precisely compute the maximal trace
semantics [24].

Static analysis on CFG: Semantic abstraction. It is well known that when we perform static analysis
on a CFG, we interpret, on the corresponding abstract domain, all the edges, and more specifically all
the labels (in Y) [26]. This is also a quite standard approach, but we recall it here for fixing the notation
used. We suppose to abstract values on the coalesced sum [2] of the Sign abstract domain for integers,

4Let f : S ! S be a generic function, by additive lift we mean its extension to sets of elements, i.e., 8X ✓ S we define
f (X)

def
=
�

f (x)
�� x 2 S

 
. If f : S !√(S), then its lift to sets of memories is f (X)

def
=

S�
f (x)

�� x 2 S
 

4 Improving dynamic code analysis by code abstraction

`1x := 0;
`2 while (x<5)
{`3x := x + 1`4 };

`5x:=7`6

(a)
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x := 0
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true
<latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit>

¬(x < 5)
<latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit>

x < 5
<latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit>

x := x + 1
<latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit>

x := 7
<latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit>

(b)

Figure 3: Example of CFG: (a) Fragment of code and (b) corresponding CFG.

Concrete semantics. The concrete semantics of our language Imp is intuitive and it is fully reported
in [2]. Since our aim is to analyze Imp programs by analyzing their CFGs, we focus here only on the
interpretation of CFG’s labels [26]. In particular, we have to specify the semantics associated with each
possible edge of the CFG. In other words, we have to formalize how each statement transforms a current
state, which is represented as a store, namely as an association between identifiers and values. It is well
known that static program analysis works by computing (abstract) collecting semantics, namely for each
program point ` and for each variable x, it computes the set of values that the variable x can have in any
computation at the program point `. Hence, we define (collecting) memories m, associating with each
variable a set of values. The basic values of Imp are integers, booleans and strings, hence we define the
set of memories as M def

= Var ! (√(Z)[Bool[√(S⇤)), ranged over the meta-variable m, where Bool =
√({false,true}). Let us denote by V this domain of collections of values √(Z) [Bool[√(S⇤).
The update of memory m for a variable x with set of values v is denoted m[x/v]. The partial order v
between memories is defined as m1 v m2 , 8x 2 Id. m1(x) ✓ m2(x). Finally, lub and glb of memories
are computed point-wise, i.e., m1 tm2

def
= lx.m1(x)[m2(x) and m1 um2

def
= lx.m1(x)\m2(x).

The collecting (input/output) semantics of statements c 2 Y is defined as the function JcK : M�!M. We
denote by L ·M the collecting semantics of expressions, defined as additive lift4 to sets of memories of
the standard expression semantics. We abuse notation by denoting as J·K also its additive lift to sets of
statements.

Jx:=eKm = m[x/LeMm] JbKm = mu
F�

m
�� LbMm = true

 

Jeval(s)Km = JLsMme ImpKm

where e is the intersection in the set of Imp programs. By computing the traces of application of this
transfer function, starting from any possible input memory, we precisely compute the maximal trace
semantics [24].

Static analysis on CFG: Semantic abstraction. It is well known that when we perform static analysis
on a CFG, we interpret, on the corresponding abstract domain, all the edges, and more specifically all
the labels (in Y) [26]. This is also a quite standard approach, but we recall it here for fixing the notation
used. We suppose to abstract values on the coalesced sum [2] of the Sign abstract domain for integers,

4Let f : S ! S be a generic function, by additive lift we mean its extension to sets of elements, i.e., 8X ✓ S we define
f (X)

def
=
�

f (x)
�� x 2 S

 
. If f : S !√(S), then its lift to sets of memories is f (X)

def
=

S�
f (x)

�� x 2 S
 

6 Improving dynamic code analysis by code abstraction
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x := 0
<latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit>

true
<latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit>

¬(x < 5)
<latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit>

x < 5
<latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit>

x := x + 1
<latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit>

x := 7
<latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit>
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<latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit>

x :={0}
<latexit sha1_base64="owD48o1TFqwpLLHkMsKY4ALMI7c=">AAACAHicbVDLSsNAFJ3UV62vqks3g0VwVZIqKIJQdOOygn1AE8tkeluHTh7M3IglZONXuNWVO3Hrn7jwX0xiFtp6Vodz7uWee9xQCo2m+WmUFhaXllfKq5W19Y3Nrer2TkcHkeLQ5oEMVM9lGqTwoY0CJfRCBcxzJXTdyWXmd+9BaRH4NzgNwfHY2BcjwRmm0m1sI9KHs/PEjk07GVRrZt3MQeeJVZAaKdAaVL/sYcAjD3zkkmndt8wQnZgpFFxCUrEjDSHjEzaGfkp95oF24jx1Qg8izTCgISgqJM1F+L0RM0/rqeemkx7DOz3rZeJ/Xj/C0akTCz+MEHyeHUIhIT+kuRJpHUCHQgEiy5IDFT7lTDFEUIIyzlMxSvuppH1Ys9/Pk06jbh3VG9fHteZF0UyZ7JF9ckgsckKa5Iq0SJtwosgTeSYvxqPxarwZ7z+jJaPY2SV/YHx8A94flro=</latexit>

x := Z+
<latexit sha1_base64="RwdUQYAMsTd3rGXA66ClvBda4ac=">AAACC3icbVDLSgNBEJyNrxhfqx48eBkMgiCE3SgoASHoxWME88BsDLOTThwy+2CmVwzLfoJf4VVP3sSrH+HBf3E35qCJdSqquunqckMpNFrWp5Gbm19YXMovF1ZW19Y3zM2thg4ixaHOAxmolss0SOFDHQVKaIUKmOdKaLrDi8xv3oPSIvCvcRRCx2MDX/QFZ5hKXXMndhDpQ+UscSqOx/DOdeOb5PawaxatkjUGnSX2hBTJBLWu+eX0Ah554COXTOu2bYXYiZlCwSUkBSfSEDI+ZANop9RnHuhOPH4gofuRZhjQEBQVko5F+L0RM0/rkeemk1lGPe1l4n9eO8L+aScWfhgh+Dw7hELC+JDmSqTNAO0JBYgsSw5U+JQzxRBBCco4T8UoraqQ9mFPfz9LGuWSfVQqXx0Xq+eTZvJkl+yRA2KTE1Ill6RG6oSThDyRZ/JiPBqvxpvx/jOaMyY72+QPjI9vHRCaoA==</latexit>

x := x + Z+
<latexit sha1_base64="GJN0O4k+jMQ26jf0CzMZnDSEDtI=">AAACD3icbVDLSgNBEJz1GeNr1WMug0EQAmE3CkpACHrxGME8MBvD7KQTh8w+mOmVhCUHP8Gv8Konb+LVT/Dgv7gbc9DEOhVV3XR1uaEUGi3r01hYXFpeWc2sZdc3Nre2zZ3dug4ixaHGAxmopss0SOFDDQVKaIYKmOdKaLiDi9Rv3IPSIvCvcRRC22N9X/QEZ5hIHTMXO4h0WD4bOuXC2Ck7HsM7141vxreFjpm3itYEdJ7YU5InU1Q75pfTDXjkgY9cMq1bthViO2YKBZcwzjqRhpDxAetDK6E+80C348kTY3oQaYYBDUFRIelEhN8bMfO0HnluMplm1LNeKv7ntSLsnbZj4YcRgs/TQygkTA5prkTSDtCuUIDI0uRAhU85UwwRlKCM80SMkrqySR/27PfzpF4q2kfF0tVxvnI+bSZDcmSfHBKbnJAKuSRVUiOcPJAn8kxejEfj1Xgz3n9GF4zpzh75A+PjG7ninAE=</latexit>

x < Z+
<latexit sha1_base64="Xj8zYcVWj3idzCBz3jqTsIZySoE=">AAACCnicbVDLSgNBEJyNrxhfUcGLl8EgCELYjYIiHoJePEYwD8yuYXbSiUNmH8z0imHNH/gVXvXkTbz6Ex78F3fjHjSxTkVVN11dbiiFRtP8NHIzs3PzC/nFwtLyyupacX2joYNIcajzQAaq5TINUvhQR4ESWqEC5rkSmu7gPPWbd6C0CPwrHIbgeKzvi57gDBOpU9yKbUR6fzqyT2yP4a3rxtejm/1OsWSWzTHoNLEyUiIZap3il90NeOSBj1wyrduWGaITM4WCSxgV7EhDyPiA9aGdUJ95oJ14nH9EdyPNMKAhKCokHYvweyNmntZDz00m04x60kvF/7x2hL1jJxZ+GCH4PD2EQsL4kOZKJMUA7QoFiCxNDlT4lDPFEEEJyjhPxChpqpD0YU1+P00albJ1UK5cHpaqZ1kzebJNdsgescgRqZILUiN1wskDeSLP5MV4NF6NN+P9ZzRnZDub5A+Mj2+Vzppb</latexit>¬(x < Z+)

<latexit sha1_base64="fM0v7fmhvnYv5CwN6d10Z/bW8GI=">AAACEHicbVC7TsNAEDzzDOEVoITiRIQUhBTZAQmEKCJoKINEHiIO0flYwinns3W3RkSWGz6Br6CFig7R8gcU/At2SAGBqUYzu9rZ8UIpDNr2hzUxOTU9M5uby88vLC4tF1ZWGyaINIc6D2SgWx4zIIWCOgqU0Ao1MN+T0PT6J5nfvAVtRKDOcRBCx2c9Ja4FZ5hK3cKGq6BXil1EeneUuIeuz/DG8+KL5HJnu1so2mV7CPqXOCNSJCPUuoVP9yrgkQ8KuWTGtB07xE7MNAouIcm7kYGQ8T7rQTulivlgOvHwi4RuRYZhQEPQVEg6FOHnRsx8Ywa+l05mIc24l4n/ee0Irw86sVBhhKB4dgiFhOEhw7VI6wF6JTQgsiw5UKEoZ5ohghaUcZ6KUdpXPu3DGf/+L2lUys5uuXK2V6wej5rJkXWySUrEIfukSk5JjdQJJ/fkkTyRZ+vBerFerbfv0QlrtLNGfsF6/wKgyZx+</latexit>

Figure 4: CFG abstracted by signs.

Abstracting code vs abstracting semantics. As previously noted, we aim at characterizing code ab-
stractions, for dynamically generated code, for which the given analysis works precisely. Formally, let
us consider the following equation:

8mr 2 Mr ✓ M.8j 2 Y. Jh(j)Kmr = Jh(j)Krmr (1)

If this equality does not hold it means that the abstract semantic interpretation J·Kr merges predicates
distinguished by h . Namely, when the program is observed by means of its (abstract) semantics the
actual abstraction of predicates is not precisely h , but it is h affected in some way by J·Kr . By changing
the point of view, we have that, in this case, the analysis cannot precisely interpret the abstract code,
since h abstracts the code by distinguishing information that r cannot distinguish.
As an example, consider the sign domain above, when h(x:=5) =

�
x:=n

�� 1  n  5
 

the equation
does not hold since the concrete semantics of this set does not take any positive value for x. While, if
h(x:=5) =

�
x:=n

�� n 2 Z+ [{0}
 

, then Eq. 1 holds since its concrete semantics is precisely the set of
non-negative values. It is worth noting that Eq. 1 is a forward completeness [16] of the code abstraction
w.r.t. the semantic interpretation, meaning that the semantic abstraction does not add imprecision to the
code one.
In order to investigate the relation existing between the code abstraction h and the semantic abstraction r ,
we observe that, whenever we have a semantic abstraction r , we have a natural code abstraction induced
by r . Namely, by only observing (abstract) information about the computation, we cannot distinguish
statements with the same (abstract) semantics, independently from what any possible code abstraction
does. For instance, if we analyze parity of program variables, we are unable to distinguish x:=2 from
x:=4, independently from how a potential code abstraction h is defined on x:=2. The first step consists
in defining a code abstraction for expressions in terms of semantic one. Consider r 2 uco(V), we define
br(e) inductively on the expressions structure

br(a) :
⇢ br(a1opa2)

def
=
�
a0opa00 �� a0 2 br(a1),a00 2 br(a2)

 def
= br(a1)op br(a2)

br(x) def
= x, br(n) def

=
�
m
�� m 2 r({n})

 

br(b) :
⇢ br(b1bopb2)

def
= br(b1)bop br(b2), br(¬b) def

= ¬br(b)
br(x) def

= x, br(true)
def
=
�
t
�� t 2 r(true)

 
, br(false)

def
=
�
t
�� t 2 r(false)

 

br(s) :

8
<

:

br(concat(s1,s2))
def
= concat(br(s1),br(s2)),

br(substr(s,a1,a2))
def
= substr(br(s), br(a1), br(a2))

br(x) def
= x, br("s") def

=
�
"d"

�� d 2 r(s)
 

Sign abstraction

Semantic abstraction

6 Improving dynamic code analysis by code abstraction
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x := 0
<latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit>

true
<latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit>

¬(x < 5)
<latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit>

x < 5
<latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit>

x := x + 1
<latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit>

x := 7
<latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit>
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<latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit>

x :={0}
<latexit sha1_base64="owD48o1TFqwpLLHkMsKY4ALMI7c=">AAACAHicbVDLSsNAFJ3UV62vqks3g0VwVZIqKIJQdOOygn1AE8tkeluHTh7M3IglZONXuNWVO3Hrn7jwX0xiFtp6Vodz7uWee9xQCo2m+WmUFhaXllfKq5W19Y3Nrer2TkcHkeLQ5oEMVM9lGqTwoY0CJfRCBcxzJXTdyWXmd+9BaRH4NzgNwfHY2BcjwRmm0m1sI9KHs/PEjk07GVRrZt3MQeeJVZAaKdAaVL/sYcAjD3zkkmndt8wQnZgpFFxCUrEjDSHjEzaGfkp95oF24jx1Qg8izTCgISgqJM1F+L0RM0/rqeemkx7DOz3rZeJ/Xj/C0akTCz+MEHyeHUIhIT+kuRJpHUCHQgEiy5IDFT7lTDFEUIIyzlMxSvuppH1Ys9/Pk06jbh3VG9fHteZF0UyZ7JF9ckgsckKa5Iq0SJtwosgTeSYvxqPxarwZ7z+jJaPY2SV/YHx8A94flro=</latexit>

x := Z+
<latexit sha1_base64="RwdUQYAMsTd3rGXA66ClvBda4ac=">AAACC3icbVDLSgNBEJyNrxhfqx48eBkMgiCE3SgoASHoxWME88BsDLOTThwy+2CmVwzLfoJf4VVP3sSrH+HBf3E35qCJdSqquunqckMpNFrWp5Gbm19YXMovF1ZW19Y3zM2thg4ixaHOAxmolss0SOFDHQVKaIUKmOdKaLrDi8xv3oPSIvCvcRRCx2MDX/QFZ5hKXXMndhDpQ+UscSqOx/DOdeOb5PawaxatkjUGnSX2hBTJBLWu+eX0Ah554COXTOu2bYXYiZlCwSUkBSfSEDI+ZANop9RnHuhOPH4gofuRZhjQEBQVko5F+L0RM0/rkeemk1lGPe1l4n9eO8L+aScWfhgh+Dw7hELC+JDmSqTNAO0JBYgsSw5U+JQzxRBBCco4T8UoraqQ9mFPfz9LGuWSfVQqXx0Xq+eTZvJkl+yRA2KTE1Ill6RG6oSThDyRZ/JiPBqvxpvx/jOaMyY72+QPjI9vHRCaoA==</latexit>

x := x + Z+
<latexit sha1_base64="GJN0O4k+jMQ26jf0CzMZnDSEDtI=">AAACD3icbVDLSgNBEJz1GeNr1WMug0EQAmE3CkpACHrxGME8MBvD7KQTh8w+mOmVhCUHP8Gv8Konb+LVT/Dgv7gbc9DEOhVV3XR1uaEUGi3r01hYXFpeWc2sZdc3Nre2zZ3dug4ixaHGAxmopss0SOFDDQVKaIYKmOdKaLiDi9Rv3IPSIvCvcRRC22N9X/QEZ5hIHTMXO4h0WD4bOuXC2Ck7HsM7141vxreFjpm3itYEdJ7YU5InU1Q75pfTDXjkgY9cMq1bthViO2YKBZcwzjqRhpDxAetDK6E+80C348kTY3oQaYYBDUFRIelEhN8bMfO0HnluMplm1LNeKv7ntSLsnbZj4YcRgs/TQygkTA5prkTSDtCuUIDI0uRAhU85UwwRlKCM80SMkrqySR/27PfzpF4q2kfF0tVxvnI+bSZDcmSfHBKbnJAKuSRVUiOcPJAn8kxejEfj1Xgz3n9GF4zpzh75A+PjG7ninAE=</latexit>

x < Z+
<latexit sha1_base64="Xj8zYcVWj3idzCBz3jqTsIZySoE=">AAACCnicbVDLSgNBEJyNrxhfUcGLl8EgCELYjYIiHoJePEYwD8yuYXbSiUNmH8z0imHNH/gVXvXkTbz6Ex78F3fjHjSxTkVVN11dbiiFRtP8NHIzs3PzC/nFwtLyyupacX2joYNIcajzQAaq5TINUvhQR4ESWqEC5rkSmu7gPPWbd6C0CPwrHIbgeKzvi57gDBOpU9yKbUR6fzqyT2yP4a3rxtejm/1OsWSWzTHoNLEyUiIZap3il90NeOSBj1wyrduWGaITM4WCSxgV7EhDyPiA9aGdUJ95oJ14nH9EdyPNMKAhKCokHYvweyNmntZDz00m04x60kvF/7x2hL1jJxZ+GCH4PD2EQsL4kOZKJMUA7QoFiCxNDlT4lDPFEEEJyjhPxChpqpD0YU1+P00albJ1UK5cHpaqZ1kzebJNdsgescgRqZILUiN1wskDeSLP5MV4NF6NN+P9ZzRnZDub5A+Mj2+Vzppb</latexit>¬(x < Z+)

<latexit sha1_base64="fM0v7fmhvnYv5CwN6d10Z/bW8GI=">AAACEHicbVC7TsNAEDzzDOEVoITiRIQUhBTZAQmEKCJoKINEHiIO0flYwinns3W3RkSWGz6Br6CFig7R8gcU/At2SAGBqUYzu9rZ8UIpDNr2hzUxOTU9M5uby88vLC4tF1ZWGyaINIc6D2SgWx4zIIWCOgqU0Ao1MN+T0PT6J5nfvAVtRKDOcRBCx2c9Ja4FZ5hK3cKGq6BXil1EeneUuIeuz/DG8+KL5HJnu1so2mV7CPqXOCNSJCPUuoVP9yrgkQ8KuWTGtB07xE7MNAouIcm7kYGQ8T7rQTulivlgOvHwi4RuRYZhQEPQVEg6FOHnRsx8Ywa+l05mIc24l4n/ee0Irw86sVBhhKB4dgiFhOEhw7VI6wF6JTQgsiw5UKEoZ5ohghaUcZ6KUdpXPu3DGf/+L2lUys5uuXK2V6wej5rJkXWySUrEIfukSk5JjdQJJ/fkkTyRZ+vBerFerbfv0QlrtLNGfsF6/wKgyZx+</latexit>

Figure 4: CFG abstracted by signs.

Abstracting code vs abstracting semantics. As previously noted, we aim at characterizing code ab-
stractions, for dynamically generated code, for which the given analysis works precisely. Formally, let
us consider the following equation:

8mr 2 Mr ✓ M.8j 2 Y. Jh(j)Kmr = Jh(j)Krmr (1)

If this equality does not hold it means that the abstract semantic interpretation J·Kr merges predicates
distinguished by h . Namely, when the program is observed by means of its (abstract) semantics the
actual abstraction of predicates is not precisely h , but it is h affected in some way by J·Kr . By changing
the point of view, we have that, in this case, the analysis cannot precisely interpret the abstract code,
since h abstracts the code by distinguishing information that r cannot distinguish.
As an example, consider the sign domain above, when h(x:=5) =

�
x:=n

�� 1  n  5
 

the equation
does not hold since the concrete semantics of this set does not take any positive value for x. While, if
h(x:=5) =

�
x:=n

�� n 2 Z+ [{0}
 

, then Eq. 1 holds since its concrete semantics is precisely the set of
non-negative values. It is worth noting that Eq. 1 is a forward completeness [16] of the code abstraction
w.r.t. the semantic interpretation, meaning that the semantic abstraction does not add imprecision to the
code one.
In order to investigate the relation existing between the code abstraction h and the semantic abstraction r ,
we observe that, whenever we have a semantic abstraction r , we have a natural code abstraction induced
by r . Namely, by only observing (abstract) information about the computation, we cannot distinguish
statements with the same (abstract) semantics, independently from what any possible code abstraction
does. For instance, if we analyze parity of program variables, we are unable to distinguish x:=2 from
x:=4, independently from how a potential code abstraction h is defined on x:=2. The first step consists
in defining a code abstraction for expressions in terms of semantic one. Consider r 2 uco(V), we define
br(e) inductively on the expressions structure

br(a) :
⇢ br(a1opa2)

def
=
�
a0opa00 �� a0 2 br(a1),a00 2 br(a2)

 def
= br(a1)op br(a2)

br(x) def
= x, br(n) def

=
�
m
�� m 2 r({n})

 

br(b) :
⇢ br(b1bopb2)

def
= br(b1)bop br(b2), br(¬b) def

= ¬br(b)
br(x) def

= x, br(true)
def
=
�
t
�� t 2 r(true)

 
, br(false)

def
=
�
t
�� t 2 r(false)

 

br(s) :

8
<

:

br(concat(s1,s2))
def
= concat(br(s1),br(s2)),

br(substr(s,a1,a2))
def
= substr(br(s), br(a1), br(a2))

br(x) def
= x, br("s") def

=
�
"d"

�� d 2 r(s)
 

6 Improving dynamic code analysis by code abstraction
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x := 0
<latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit><latexit sha1_base64="KdJ4iBucIO5KUpwD1BY0GehxBxY=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS3teG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2wAJcE</latexit>

true
<latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit>

¬(x < 5)
<latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit>

x < 5
<latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit>

x := x + 1
<latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit><latexit sha1_base64="KMaaphOHeB2PLFeM8KB1behI8qA=">AAACBXicbVDLSsNAFJ34rPWV6tLNYCsIQkkKoghCwY3LCvYBbSiT6W0dOnkwc6MtoWu/wq2u3Ilbv8OF/2ISs9DWszqccy/33OOGUmi0rE9jaXlldW29sFHc3Nre2TVLey0dRIpDkwcyUB2XaZDChyYKlNAJFTDPldB2x1ep374HpUXg3+I0BMdjI18MBWeYSH2zVOl5DO8Q48nF5eTEnlX6ZtmqWhnoIrFzUiY5Gn3zqzcIeOSBj1wyrbu2FaITM4WCS5gVe5GGkPExG0E3oT7zQDtxFn1GjyLNMKAhKCokzUT4vREzT+up5yaTaU4976Xif143wuG5Ews/jBB8nh5CISE7pLkSSSdAB0IBIkuTAxU+5UwxRFCCMs4TMUpKKiZ92PPfL5JWrWpbVfumVq6f5s0UyAE5JMfEJmekTq5JgzQJJw/kiTyTF+PReDXejPef0SUj39knf2B8fAMFa5e8</latexit>

x := 7
<latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit><latexit sha1_base64="zP+6OvTN4QkofLLZdB4JJ6pn1oc=">AAACA3icbVDLSsNAFJ34rPXRqks3g63gqiQFqQhCwY3LCvYBbSiT6W0dOpmEmRuxhC79Cre6cidu/RAX/otJzEJbz+pwzr3cc48XSmHQtj+tldW19Y3NwlZxe2d3r1TeP+iYINIc2jyQge55zIAUCtooUEIv1MB8T0LXm16lfvcetBGBusVZCK7PJkqMBWeYSMNyqTrwGd4hxg8Xl415dViu2DU7A10mTk4qJEdrWP4ajAIe+aCQS2ZM37FDdGOmUXAJ8+IgMhAyPmUT6CdUMR+MG2fB5/QkMgwDGoKmQtJMhN8bMfONmfleMpmmNIteKv7n9SMcn7uxUGGEoHh6CIWE7JDhWiSNAB0JDYgsTQ5UKMqZZoigBWWcJ2KUVFRM+nAWv18mnXrNsWvOTb3SPMubKZAjckxOiUMapEmuSYu0CScReSLP5MV6tF6tN+v9Z3TFyncOyR9YH9+695cL</latexit>
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<latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit><latexit sha1_base64="INr33Re6YEjdgRK68DieMnSM1pA=">AAACA3icbVC7TsNAEDzzDOGRACXNiQSJKrIjISgj0VAGiTykxIrOl0045Xy27vaQIislX0ELFR2i5UMo+Bds4wISphrN7GpnJ4ilMOi6n87a+sbm1nZpp7y7t39QqR4edU1kNYcOj2Sk+wEzIIWCDgqU0I81sDCQ0Atm15nfewBtRKTucB6DH7KpEhPBGabSqFqpD0OG94gJaguL+qhacxtuDrpKvILUSIH2qPo1HEfchqCQS2bMwHNj9BOmUXAJi/LQGogZn7EpDFKqWAjGT/LgC3pmDcOIxqCpkDQX4fdGwkJj5mGQTmYpzbKXif95A4uTKz8RKrYIimeHUEjIDxmuRdoI0LHQgMiy5ECFopxphghaUMZ5Ktq0onLah7f8/SrpNhue2/Bum7XWRdFMiZyQU3JOPHJJWuSGtEmHcGLJE3kmL86j8+q8Oe8/o2tOsXNM/sD5+Aas3Jel</latexit>

x :={0}
<latexit sha1_base64="owD48o1TFqwpLLHkMsKY4ALMI7c=">AAACAHicbVDLSsNAFJ3UV62vqks3g0VwVZIqKIJQdOOygn1AE8tkeluHTh7M3IglZONXuNWVO3Hrn7jwX0xiFtp6Vodz7uWee9xQCo2m+WmUFhaXllfKq5W19Y3Nrer2TkcHkeLQ5oEMVM9lGqTwoY0CJfRCBcxzJXTdyWXmd+9BaRH4NzgNwfHY2BcjwRmm0m1sI9KHs/PEjk07GVRrZt3MQeeJVZAaKdAaVL/sYcAjD3zkkmndt8wQnZgpFFxCUrEjDSHjEzaGfkp95oF24jx1Qg8izTCgISgqJM1F+L0RM0/rqeemkx7DOz3rZeJ/Xj/C0akTCz+MEHyeHUIhIT+kuRJpHUCHQgEiy5IDFT7lTDFEUIIyzlMxSvuppH1Ys9/Pk06jbh3VG9fHteZF0UyZ7JF9ckgsckKa5Iq0SJtwosgTeSYvxqPxarwZ7z+jJaPY2SV/YHx8A94flro=</latexit>

x := Z+
<latexit sha1_base64="RwdUQYAMsTd3rGXA66ClvBda4ac=">AAACC3icbVDLSgNBEJyNrxhfqx48eBkMgiCE3SgoASHoxWME88BsDLOTThwy+2CmVwzLfoJf4VVP3sSrH+HBf3E35qCJdSqquunqckMpNFrWp5Gbm19YXMovF1ZW19Y3zM2thg4ixaHOAxmolss0SOFDHQVKaIUKmOdKaLrDi8xv3oPSIvCvcRRCx2MDX/QFZ5hKXXMndhDpQ+UscSqOx/DOdeOb5PawaxatkjUGnSX2hBTJBLWu+eX0Ah554COXTOu2bYXYiZlCwSUkBSfSEDI+ZANop9RnHuhOPH4gofuRZhjQEBQVko5F+L0RM0/rkeemk1lGPe1l4n9eO8L+aScWfhgh+Dw7hELC+JDmSqTNAO0JBYgsSw5U+JQzxRBBCco4T8UoraqQ9mFPfz9LGuWSfVQqXx0Xq+eTZvJkl+yRA2KTE1Ill6RG6oSThDyRZ/JiPBqvxpvx/jOaMyY72+QPjI9vHRCaoA==</latexit>

x := x + Z+
<latexit sha1_base64="GJN0O4k+jMQ26jf0CzMZnDSEDtI=">AAACD3icbVDLSgNBEJz1GeNr1WMug0EQAmE3CkpACHrxGME8MBvD7KQTh8w+mOmVhCUHP8Gv8Konb+LVT/Dgv7gbc9DEOhVV3XR1uaEUGi3r01hYXFpeWc2sZdc3Nre2zZ3dug4ixaHGAxmopss0SOFDDQVKaIYKmOdKaLiDi9Rv3IPSIvCvcRRC22N9X/QEZ5hIHTMXO4h0WD4bOuXC2Ck7HsM7141vxreFjpm3itYEdJ7YU5InU1Q75pfTDXjkgY9cMq1bthViO2YKBZcwzjqRhpDxAetDK6E+80C348kTY3oQaYYBDUFRIelEhN8bMfO0HnluMplm1LNeKv7ntSLsnbZj4YcRgs/TQygkTA5prkTSDtCuUIDI0uRAhU85UwwRlKCM80SMkrqySR/27PfzpF4q2kfF0tVxvnI+bSZDcmSfHBKbnJAKuSRVUiOcPJAn8kxejEfj1Xgz3n9GF4zpzh75A+PjG7ninAE=</latexit>

x < Z+
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Figure 4: CFG abstracted by signs.

Abstracting code vs abstracting semantics. As previously noted, we aim at characterizing code ab-
stractions, for dynamically generated code, for which the given analysis works precisely. Formally, let
us consider the following equation:

8mr 2 Mr ✓ M.8j 2 Y. Jh(j)Kmr = Jh(j)Krmr (1)

If this equality does not hold it means that the abstract semantic interpretation J·Kr merges predicates
distinguished by h . Namely, when the program is observed by means of its (abstract) semantics the
actual abstraction of predicates is not precisely h , but it is h affected in some way by J·Kr . By changing
the point of view, we have that, in this case, the analysis cannot precisely interpret the abstract code,
since h abstracts the code by distinguishing information that r cannot distinguish.
As an example, consider the sign domain above, when h(x:=5) =

�
x:=n

�� 1  n  5
 

the equation
does not hold since the concrete semantics of this set does not take any positive value for x. While, if
h(x:=5) =

�
x:=n

�� n 2 Z+ [{0}
 

, then Eq. 1 holds since its concrete semantics is precisely the set of
non-negative values. It is worth noting that Eq. 1 is a forward completeness [16] of the code abstraction
w.r.t. the semantic interpretation, meaning that the semantic abstraction does not add imprecision to the
code one.
In order to investigate the relation existing between the code abstraction h and the semantic abstraction r ,
we observe that, whenever we have a semantic abstraction r , we have a natural code abstraction induced
by r . Namely, by only observing (abstract) information about the computation, we cannot distinguish
statements with the same (abstract) semantics, independently from what any possible code abstraction
does. For instance, if we analyze parity of program variables, we are unable to distinguish x:=2 from
x:=4, independently from how a potential code abstraction h is defined on x:=2. The first step consists
in defining a code abstraction for expressions in terms of semantic one. Consider r 2 uco(V), we define
br(e) inductively on the expressions structure

br(a) :
⇢ br(a1opa2)

def
=
�
a0opa00 �� a0 2 br(a1),a00 2 br(a2)

 def
= br(a1)op br(a2)

br(x) def
= x, br(n) def

=
�
m
�� m 2 r({n})

 

br(b) :
⇢ br(b1bopb2)

def
= br(b1)bop br(b2), br(¬b) def

= ¬br(b)
br(x) def

= x, br(true)
def
=
�
t
�� t 2 r(true)

 
, br(false)

def
=
�
t
�� t 2 r(false)

 

br(s) :

8
<

:

br(concat(s1,s2))
def
= concat(br(s1),br(s2)),

br(substr(s,a1,a2))
def
= substr(br(s), br(a1), br(a2))

br(x) def
= x, br("s") def

=
�
"d"

�� d 2 r(s)
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At this point, we can characterize the CFG labels abstraction °[r] : √(Y) �!√(Y), as the additive lift
of the function

°[r](x:=e) def
= x := br(e) def

=
�

x := e0 �� e0 2 br(e)
 

°[r](b)
def
= br(b) °[r](eval(s)) def

= eval(br(s))

where eval(br(s)) is treated as the implicit representation of all the statements that it can execute, namely
it represents the (potentially infinite) set

�
c
�� JcKm v JLsMr e ImpKrm

 
.

The following result is immediate by construction.

Proposition 3.1 Given r 2 uco(V), then °[r] 2 uco(√(Y)) and it is additive.

Finally, in order to show that this code abstraction can be used to force satisfiability of Eq. 1, we have
first to characterize the meaning of interpreting an edge label abstracted by °[r]:

Jx:=br(e)Km =
F�

Jx:=e0Km
�� e0 2 br(e)

 
Jbr(b)Km =

F�
Jb0Km

�� b0 2 br(b)
 

Jeval(br(s))Km =
F�

JcKm
�� JcKm v JLsMr e ImpKrm

 

Then we have the following results

Lemma 3.2 Given r 2 uco(V) additive, then 8e. 8m 2 Mr . Lbr(e)Mm = LeMrm (trivially implying e0 2
br(e) , 8m 2 Mr . Le0 Mm ✓ LeMrm) and 8F 2√(Y).8m 2 Mr . J°[r](F)Km = JFKrm.

PROOF. Let us prove first the property for expressions by induction on the syntactic structure of e.

e = n: Lbr(e)Mm = Lbr(n)Mm def
= r(n), while LeMrm = LnMrm = r(n) (where LnMm = n);

e = x: Lbr(e)Mm = Lbr(x)Mm def
= LxMm = m(x), while LeMrm = LxMrm = r(m(x)) = m(x) (since

m 2 Mr );

e = e1 op e2: Suppose op any arithmetic or boolean operator.
Lbr(e)Mm = Lbr(e1 op e2)Mm

def
= Lbr(e1)op br(e2)Mm = Lbr(e1)MmopLbr(e2)Mm = Le1 MrmopLe2 Mrm by

inductive hypothesis. But this is precisely Le1 op e2 Mrm since op is computed on the semantics as
additive lift to sets.

Analogously, we can prove all the other cases.

Now, let us prove the fact for CFG single edge labels, again by induction on the syntactic structure. Note
that, being r additive then also J·Kr is additive, being also the concrete semantics additive on sets of
statements.

J°[r](x:=e)Km = Jx:=br(e)Km
=

F�
Jx:=e0Km

�� e0 2 br(e)
 

=
F�

m[x/Le0 Mm]
�� e0 2 br(e)

 

= m[x/
S�

Le0 Mm
�� e0 2 br(e)

 
]

= m[x/
S�

Le0 Mm
�� Le0 Mm ✓ LeMrm

 
]

= m[x/Le0 Mrm] = Jx:=eKrm

J°[r](b)Km = Jbr(b)Km
=

F�
Jb0Km

�� b0 2 br(b)
 

=
F�

mu
F�

m
�� Lb0 Mm = true

 
]
�� b0 2 br(b)

 

= mu
F�

m
�� Lb0 Mm = true, b0 2 br(b)

 

= mu
F�

m
�� Lb0 Mm = true, Lb0 Mm ✓ LbMrm

 

= mu
F�

m
�� true 2 LbMrm

 
= JbKrm

Induced code abstraction      ➠ it can be embedded in the original analysis for 𝜌
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Code abstraction
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WHICH CODE ABSTRACTIONS CAN BE ANALYZED?

➤ Given a static analysis observing the semantic abstraction 𝜌, which code 
abstractions 𝜂 can be still be analyzed without changing the analysis?


➤ Let 𝜑 denotes CFG labels
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COMPLETENESS
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➤ Given a static analysis observing the semantic abstraction 𝜌, which code 
abstractions 𝜂 can be still be analyzed without changing the analysis?


➤ Let 𝜑 denotes CFG labels


➤ Example: 𝜌=Sign, 𝜂(x:=5)={x:=n | 0 < n < 6}


➤ Example: 𝜌=Sign, 𝜂(x:=5)={x:=n | n ≥ 0}
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WHICH CODE ABSTRACTIONS CAN BE ANALYZED?

➤ Given a static analysis observing the semantic abstraction 𝜌, which code 
abstractions 𝜂 can be still be analyzed without changing the analysis?


➤ Let 𝜑 denotes CFG labels


➤ The code abstraction               always satisfies this equation, for any initial code 
abstraction 𝜂!


➤ We can make any abstract code analyzable by a given analysis!
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[[⌘(')]] = [[⌘(')]]⇢

8 Improving dynamic code analysis by code abstraction

J°[r](eval(s))Km = Jeval(br(s))Km
=

F�
JcKm

�� JcKm v JLsMr e ImpKrm
 

By additivity of J·Kr = JLsMr e ImpKrm = Jeval(s)Krm

Finally, for each set of labels F, we have that J°[r](F)Km =
F

j2F J°[r](j)Km =
F

j2F JjKrm = JFKrm,
since all the involved functions are additive by definition or by construction. 2

Then we have that:
Theorem 3.3 Let r 2 uco(V) additive, and h 2 uco(√(Y)). Then h"

def

= °[r]�h satisfies Eq. 1.

PROOF. It is worth noting that, we trivially have by abstraction that 8j 2 Y. Jh"(j)K ✓ Jh"(j)Kr . Let
us prove the other implication: 8j 2 Y

Jh"(j)K = J°[r]�h(j)K
= J°[r]�°[r]�h(j)K [By properties of uco]

= J°[r]�h(j)Kr
[By Lemma. 3.2]

= Jh"(j)Kr

2

This result tells us that by taking a code abstraction more abstract than (or equal to) °[r], we guarantee
that the abstract interpretation r can be performed on the abstracted program (Eq. 1). We have so far
proved that it is always possible to force Eq. 1, in order to make it possible to continue the analysis (ob-
serving r) also on the abstracted code. In the following we show how this framework can be integrated
with the existing analysis of dynamic code [3] in order to improve its precision.

4 An improved dynamic code analysis

In this section we show how the constructive code abstraction characterization, provided in the previous
section, can be used for representing the code approximation which soundly captures the potential code
executed by a string-to-code statement. As we will show, without abstracting code, we cannot capture
situations where the collecting semantics on strings generates sets of statements that cannot be repre-
sented by using the concrete syntax. Nevertheless, we must also observe that the analyzer cannot change
dynamically with the generated code, hence the abstraction must be driven by the semantic property ana-
lyzed. This means that, without using the proposed framework, the analysis would surely be less precise
in those situations where code abstraction becomes a necessity.

Let us summarize how we propose to exploit the framework:
• Consider a fixed semantic abstraction r 2 uco(V) and a corresponding static analyzer, designed in

such a way that it can interpret also code abstracted by °[r].

• Analyze the program, and when an eval is met, extract the language of its argument. If the
language is infinite (under specific conditions that we will discuss) build the abstract CFG ap-
proximating it and extract the corresponding code abstraction h . In general, this code abstraction
h is not more abstract than °[r] (the code abstraction already embedded in the static analyzer,
depending only on r);

• Build °[r] � h in order to make also the generated code (approximated by the generated abstract
CFG) analyzable by the static analysis for r .

COMPLETENESS
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AN IMPROVED DYNAMIC CODE ANALYSIS

➤ Consider a static analysis observing the semantic abstraction 𝜌, interpreting also 
code abstracted by ϒ[𝜌]

Abstract non-interference 1:7

�Y ✓ �(C ). �(_Y ) — might be di�erent from that in C . Indeed, �(C ) is a complete sub-lattice of C
i� � is additive. Note that if (A,� ,� ,C ) is a GI then � �� 2 uco(C ) and A � � (�(C )). Analogously
if � 2 uco(C ) then (�(C ), �, id,C ) is a GI. Whenever C is a complete lattice then also uco(C ),
ordered point-wise, is a complete lattice, denoted by huco(C ),v,t,u, �x .>, �x .x i, where for every
�,� 2 uco(C ), {�i }i 2I ✓ uco(C ) and x 2 C : � v � i� 8y 2 C . �(y)  �(y) i� �(C ) ✓ �(C );
(ui 2I �i )(x ) = ^i 2I �i (x ); and (ti 2I �i )(x ) = x , 8i 2 I . �i (x ) = x . uco(C ) is the so-called
lattice of abstract interpretations of C (cf. [18, Sec. 7] and [20, Sec. 8]), i.e., the complete lattice of
all possible abstract domains (up to isomorphic representation of their objects) of the concrete
domain C . The point-wise ordering on uco(C ) corresponds precisely to the standard ordering used
to compare abstract domains with regard to their precision: A1 is more precise than A2 (i.e., A2 is
an abstraction of A1) i� A1 v A2 in uco(C ) i� 9� : A1 ! A2,� : A2 ! A1 such that (A2,� ,� ,A1)

forms a GI. Let {Ai }i 2I ✓ uco(C ): ti 2IAi is the most concrete among the abstract domains in
uco(C ) which are abstractions of all Ai ’s, i.e., ti 2IAi is the least (w.r.t. v) common abstraction of
all Ai ’s; and ui 2IAi is (isomorphic to) the well-known reduced product of all Ai ’s, or, equivalently,
it is the most abstract among the abstract domains which are more concrete than every Ai . It is
known that ui 2IAi =M([i 2IAi ) [18].

Suppose � 2 uco(Dn
). In this case we can distinguish between two kinds of abstractions:

non-relational and relational abstractions [16, 20]. The non-relational or attribute independent
[20, Example 6.2.0.2] consists in ignoring the possible relationships between the values of the
abstracted inputs. For instance, if � is applied to the values of a variable x and of a variable
y , then � can be approximated through projection by a pair of abstractions on the single vari-
ables, analyzing the single variables in isolation. Formally, � 2 uco(C ⇥ C ) is non-relational
if 9�1,�2 2 uco(C ) such that �(x , y) = h�1(x ),�2(y)i, i.e, � 2 uco(C ) ⇥ uco(C ) ⇢ uco(C ⇥ C ).

Care Maestre,


vi scrivo come rappresentante dei genitori della classe IV B in riferimento alla proposta di 
offrire un progetto teatrale ai bambini. Tale progetto, come mi è stato riferito, sarebbe a 
titolo oneroso, però l’onere non sarebbe pagato al professionista attraverso la scuola 
(quindi per vie ufficiali), ma “offerto dai genitori”, scaricando sui genitori quindi la 
responsabilità delle modalità di pagamento.


Nel confrontarmi con alcuni genitori, ho osservato un certo disagio nell’accettare questa 
formula, in quanto da una parte ci porterebbe ad essere complici di un guadagno non 
“ufficiale”, dall’altro ci porterebbe ad effettuare delle spese scolastiche non dimostrabili e 
quindi non detraibili.

Siamo consapevoli che la via ufficiale per attuare questi tipi di progetti sarebbe la 
pubblicazione di un bando che ipoteticamente aprirebbe a qualunque domanda, ma 
riteniamo anche che i bandi potrebbero essere scritti con requisiti molto precisi in modo 
da restringere il più possibile il potenziale numero di domande. Ovviamente siamo anche 
consapevoli che questo porterebbe inevitabilmente il costo ufficiale ad aumentare (per le 
tasse), ma la possibile detrazione ci permetterebbe di compensarlo senza rischiare o 
comunque, senza sentirci a disagio nell’accettare.
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A1) i� A1 v A2 in uco(C ) i� 9� : A1 ! A2,� : A2 ! A1 such that (A2,� ,� ,A1) forms a GI. Let
{Ai }i 2I ✓ uco(C ): ti 2IAi is the most concrete among the domains inLC which are abstractions of
all Ai ’s, i.e., ti 2IAi is the least (w.r.t. v) common abstraction of all Ai ’s; and ui 2IAi is (isomorphic
to) the well-known reduced product of all Ai ’s, or, equivalently, it is the most abstract among the
abstract domains which are more concrete than every Ai . It is known that ui 2IAi =M([i 2IAi )

[18].
Suppose � 2 uco(C ) and let C = Dn , namely x 2 C is a tuple of elements in D . In this case

we can distinguish between two kind of abstractions: non-relational and relational abstractions
[16, 20]. The non-relational or attribute independent [20, Example 6.2.0.2] consists in ignoring the
possible relationships between the values of the abstracted inputs. For instance, if � is applied to
the values of a variable x and of a variable y , then � can be approximated through projection by a
pair of abstractions on the single variables, analyzing the single variables in isolation. Formally,
� 2 uco(C ⇥ C ) is non-relational if there exist �1,�2 2 uco(C ) such that �(x , y) = h�1(x ),�2(y)i,
i.e, � 2 uco(C ) ⇥ uco(C ) ⇢ uco(C ⇥ C ). For instance, let Par be the abstract domain depicted
in Fig. 3 (on the left) expressing the parity of integer values, the Par non-relational property of
hx , yi provides the parity of x and y independently from each other, meaning that all the possible
combinations of parity of x and y are possible as results (h��, ��i, h��,��i, h��, ��i, h��,��i and
all the combinations with at least one variable is > = Z or ? = ?).
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Fig. 3. The Par ans the Sign domains.

The relational ab-
stractions may pre-
serve some of the re-
lationships between
the analysed values
[16]. For instance, we
could de�ne an ab-
straction preserving
the x even (��) if and
only if y is odd (��).
It is clear that, in this
case, we are more precise since the only possible analysis results are h��,��i, h��, ��i, hZ,Zi and
h?,?i. Closure operators and equivalence relations are related concepts [20]. This connection has
been studied in the �eld of abstract model checking in [30]. In particular there exists an isomorphism
between equivalence relations and a sublattice of upper closure operators.

If � 2 uco(C ), f 2 C
c

�!C , and f ] 2 �(C )
c

�!�(C ), then f ] is a sound approximation of f if
� � f v f ] � �. f � def

= � � f � � is known as the best correct approximation (bca) of f in �, which is always
sound by construction. Soundness implies �x-point soundness, that is �(lfpC

?C
fC ) � lfpC

?C
f � . If

� � f = � � f � � then f � is a complete approximation of f [20, 28]. In this case �(lfpC
?C

f ) = lfpC
?C

f � .
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Figure 8: (a) Code abstraction hPstr w.r.t. the CFG reported in Fig. 5b, (b) Code abstraction °[rC S ]Pstr

between any pair of states in the CFG, we define

hP(√(Y))
def
=√(

�
X 2 Merge

�� 8Y 2 Merge r{X}.X \Y = ?
 
) 2 uco(√(Y)) (2)

Note that, this abstraction, being characterized starting from the CFG is defined only in terms of a finite
subset of Y, namely on the predicates in the given CFG, i.e., YP def

= Y\
�

j
�� h`0,j,`00i 2 Edges

 
.

In the example, YPstr(√(Y)) = {
�
x:=s

�� s 2 (5)+
 

,{x:=1},{(x<5)},{¬(x<5)}}, hence we have that
hPstr =√(YPstr), being YPstr already a partition. In Fig. 8a this abstraction is partially depicted.

Finally, we need to satisfy Eq. 1 (completeness) between the code abstraction hP , built so far, and
the static analysis, modeled as a semantic abstraction r , performing rS (introduced above) on strings.
Clearly we have no guarantee that hP satisfies Eq. 1, hence, we have to (further) abstract the CFG in
order to guarantee completeness w.r.t. the performed static analysis, namely in order to make it possible
to perform the given static analysis on the code in the generated CFG. As observed in the previous
section, in order to force completeness, we have to combine the desired abstraction hP on predicates,
with the code abstraction °[r]. Formally, in order to allow this operation, since hP is defined on YP ,
we have to restrict also °[r] on YP (denoted °[r]P ). This abstraction is obtained by intersecting the
meaning of each one of its elements (i.e., its concretization) with the set of predicates in the CFG. In
the running example, we have to compute °[rC S ]Pstr , which is the code abstraction induced by the Sign
on the predicates in Pstr. For instance, all the predicates in

�
x:=s

�� s 2 (5)+
 

and the predicate x:=1
cannot be distinguished when integers are abstracted by observing only their signs, hence the resulting
abstraction is depicted in Fig. 8b, where the abstract predicate x:=Z+ corresponds, in the concrete, to
the set of predicates

�
x:=s

�� s 2 (5)+
 

[{x:=1}, while x<Z+ and ¬(x<Z+) correspond, respectively,
to {(x<5)} and to {¬(x<5)} (all the other elements corresponds to ?).

Finally, we aim at building a code abstraction which can be interpreted by the initial abstract inter-
preter r , namely, that satisfies Eq. 1. By Th. 3.3 such an abstraction is hP

" = °[r]P �hP .
Corollary 4.1 Let r 2 uco(V) be additive. Then the code abstraction hP

" = °[r]P �hP 2 uco(YP) is

complete w.r.t. the semantic abstraction r , i.e., it satisfies Eq. 1.
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FROM AUTOMATA TO (ABSTRACT) CFG

➤ Analyze the program and when eval is met extract the automaton recognizing the 
language of its argument

I. Mastroeni & V. Arceri 9

`1 str := "x:=5"; `2i := 0;
`3 while (i < N) {

`4 str := str + "5";
`5i:=i+1;`6

}
`7 str := "if(x<5){" + str

+ "}else{x:=1};";
`8 eval(str)`9

(a)

1

2 3

4

1

2 3

4

¬(x < 5)
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x := 1
<latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit><latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit><latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit><latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit>

x := (5)�
<latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit><latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit><latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit><latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit>

x := +
<latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit>

x := +
<latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit>

(x < +)
<latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit><latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit><latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit><latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit>

¬(x < +)
<latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit><latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit><latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit><latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit>

(b)

Figure 5: (a) Dynamically-generating code sample. (b) CFG associated to str.

Analyzing dynamic code. Let r be a static analysis performing in particular rS 2 uco(√(S)) on
strings, where S = K ⇤ denotes strings over a finite alphabet K . Note that, our analyzer has to work
on any (abstract) CFG that can be dynamically generated, hence it has to be designed with this purpose
in mind. In particular, as we will show, we will generate only abstract CFGs with a code abstraction h
complete w.r.t. r . This means, by construction, that h must be more abstract than °[r], which means that
each set of elements in h corresponds to a subset of the elements (abstract predicates) of °[r]. Hence,
in order to guarantee to interpret predicates in any h complete, it is sufficient to design the analyzer
soundly interpreting any abstract predicate in °[r]. For instance, °[Sign] is the abstraction containing all
the predicates, involving integers, of the form x:=S, x<S, etc, with S 2 Sign, e.g., an abstract predicate is
x:=Z+, and the analyzer for Sign should be able to interpret also such abstract predicates.
Let x be the input string parameter of an eval statement, we denote by S rS(x) the abstract value for
x computed by the analysis on rS. For example, suppose that the collection of values for the string
x before the eval is {a:=0,a:=1}. By defining rS as the k-bounded string set abstract domain [1],
with k = 2, S rS(x) = {a:=0,a:=1}, while by using the prefix abstract domain PR [8], S PR(x) =�
a:=s

�� s 2 S
 

. When the abstracted string and the abstraction is clear from the context, we simply
denote this set by S and we assume (for the sake of simplicity) that any string in S is an executable
language statement10. In the following, we abuse notation by denoting S also the automaton recogniz-
ing the language.
Consider for example, the program reported in Fig. 5a, a program building and manipulating the string
str at run-time, which is, afterwards, interpreted as executable code, being the input parameter of the
string-to-code statement eval. Since the value of N is unknown at compile-time, we cannot predict the
precise number of iterations of the while-loop. In this case, a suitable string abstract analysis would
approximate the value of str, before the eval execution, to an abstract value corresponding to an over-
approximation of the possible values for str, which may be also, due to abstraction, an infinite set of
strings, and therefore an infinite set of possible programs. For instance, in the example, if we abstract
strings into the regular expression abstract domain [7] (or equivalently into the finite state automata
abstract domain [2]), the value of str after the while loop will be the abstract value x := 5(5)⇤; corre-
sponding to an infinite set of programs, i.e., x:=5;, x:=55, x:=555;. . . . In this case, the common practice
for analyzing eval is simply to give up with the analysis, for example by halting the analysis throwing
an exception [18] or forbidding its usage [19].

Let rC S be the abstract domain for all the possible values (integers, strings and booleans) [3]. Note

10Note that, this assumption corresponds to a decidable condition, hence it is possible to check it and to implement ad hoc
solutions when it does not hold.
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Figure 6: Finite state automaton corresponding to the abstract value of str.

that, °[rC S ] contains, for integers, predicates like the ones in the abstract CFG in Fig. 4.
The analysis rC S at point `3, due to widening11 applied in the analysis of the while loop [2], abstracts
the value of str in the infinite language

�
x:=s

�� s 2 (5)+
 

(namely x is assigned to any value rep-
resented by a finite sequence of 5). Hence, at point `8 the analysis abstracts str to the strings set
Sstr =

�
if(x<5){x:=s}else{x:=1}

�� s 2 (5)+
 

meaning that, the true-branch of the string that may
be transformed by eval may be either x:=5, or x:=55, or x:=555, . . . . The automaton corresponding to
the abstract value of str is reported in Fig. 6, and it denotes an infinite language, i.e., an infinite set of
possible statements. Unfortunately, this is a problem for the analysis provided in [3], where the language
containing all the possible strings would be returned, losing any precision.

Generating the code: From automata to CFGs. At this point, we have the (potentially infinite) lan-
guage of the eval argument (and hence an automaton S ), and the goal is to generate a CFG modeling
an over-approximation of the executable code contained in the language of the automaton S . The idea
is to generate a CFG from a language of strings, i.e., from an automaton, by performing a parsing on the
paths of the automaton. Indeed, we have defined and implemented an algorithm12, reported in Alg. 1,
performing an abstract parser on automata that, given an automaton S , returns the CFG P that over-
approximates, for each s 2 S (executable), the concrete execution of eval.

The idea of Alg. 1 is to perform a depth-first search on the automaton and, when a language statement
is recognized, to generate an edge in the CFG. This phase is handled by lines 3-13 of Alg. 1, building the
set of nodes Nodes and the set of edges Edges of the resulting CFG P . The set W contains the states of
the finite state automaton for which we still have to generate edges in the CFG and it is initialized, at line
2, with the initial state q0. At this point, Alg. 1 looks for language statements readable from any path of
the input automaton starting from a state q, taken from W , by means of the module ReduceStmts (line
5). In particular, ReduceStmts returns a set of triples (q0,c,q00), where each returned triple means that
from q

0 2 Q to q
00 2 Q a language statement c has been recognized. The set returned by ReduceStmts

corresponds to the set of statements of P readable from the state q, hence they are added to Edges,
substituting the reached states with the corresponding labels by means of the function lab (lines 7-8). At
this point, we need to look for the statements that can be read from q

00, hence, q
00 is added to W in order

to be eventually processed at the next iterations of the while loop at lines 3-13. When there are no more
states of S to be processed, namely when W is empty, the CFG P = hNodes,Edgesi is returned (line
14), with entry label lab(q0) and exit labels the ones associated with the states in F .

Problems arise when the automaton contains cycles (namely, when the automaton denotes an infinite
language). In this case, Alg. 1 first transforms, at line 1, the input automaton, over the alphabet K , in
an automaton without cycles, over the alphabet K [√(K ⇤), by means of the module ReduceCycles.

11Widening is a fix-point accelerator used in infinite domains with infinite ascending chains, namely where the semantic
fix-point computation may diverge. In this case we use a widening on automata defined in [10]

12In the following, we only discuss the main parts of the algorithm for space limitations.
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that, °[rC S ] contains, for integers, predicates like the ones in the abstract CFG in Fig. 4.
The analysis rC S at point `3, due to widening11 applied in the analysis of the while loop [2], abstracts
the value of str in the infinite language

�
x:=s

�� s 2 (5)+
 

(namely x is assigned to any value rep-
resented by a finite sequence of 5). Hence, at point `8 the analysis abstracts str to the strings set
Sstr =

�
if(x<5){x:=s}else{x:=1}
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meaning that, the true-branch of the string that may
be transformed by eval may be either x:=5, or x:=55, or x:=555, . . . . The automaton corresponding to
the abstract value of str is reported in Fig. 6, and it denotes an infinite language, i.e., an infinite set of
possible statements. Unfortunately, this is a problem for the analysis provided in [3], where the language
containing all the possible strings would be returned, losing any precision.

Generating the code: From automata to CFGs. At this point, we have the (potentially infinite) lan-
guage of the eval argument (and hence an automaton S ), and the goal is to generate a CFG modeling
an over-approximation of the executable code contained in the language of the automaton S . The idea
is to generate a CFG from a language of strings, i.e., from an automaton, by performing a parsing on the
paths of the automaton. Indeed, we have defined and implemented an algorithm12, reported in Alg. 1,
performing an abstract parser on automata that, given an automaton S , returns the CFG P that over-
approximates, for each s 2 S (executable), the concrete execution of eval.

The idea of Alg. 1 is to perform a depth-first search on the automaton and, when a language statement
is recognized, to generate an edge in the CFG. This phase is handled by lines 3-13 of Alg. 1, building the
set of nodes Nodes and the set of edges Edges of the resulting CFG P . The set W contains the states of
the finite state automaton for which we still have to generate edges in the CFG and it is initialized, at line
2, with the initial state q0. At this point, Alg. 1 looks for language statements readable from any path of
the input automaton starting from a state q, taken from W , by means of the module ReduceStmts (line
5). In particular, ReduceStmts returns a set of triples (q0,c,q00), where each returned triple means that
from q

0 2 Q to q
00 2 Q a language statement c has been recognized. The set returned by ReduceStmts

corresponds to the set of statements of P readable from the state q, hence they are added to Edges,
substituting the reached states with the corresponding labels by means of the function lab (lines 7-8). At
this point, we need to look for the statements that can be read from q

00, hence, q
00 is added to W in order

to be eventually processed at the next iterations of the while loop at lines 3-13. When there are no more
states of S to be processed, namely when W is empty, the CFG P = hNodes,Edgesi is returned (line
14), with entry label lab(q0) and exit labels the ones associated with the states in F .

Problems arise when the automaton contains cycles (namely, when the automaton denotes an infinite
language). In this case, Alg. 1 first transforms, at line 1, the input automaton, over the alphabet K , in
an automaton without cycles, over the alphabet K [√(K ⇤), by means of the module ReduceCycles.

11Widening is a fix-point accelerator used in infinite domains with infinite ascending chains, namely where the semantic
fix-point computation may diverge. In this case we use a widening on automata defined in [10]

12In the following, we only discuss the main parts of the algorithm for space limitations.

I. Mastroeni & V. Arceri 9

`1 str := "x:=5"; `2i := 0;
`3 while (i < N) {

`4 str := str + "5";
`5i:=i+1;`6

}
`7 str := "if(x<5){" + str

+ "}else{x:=1};";
`8 eval(str)`9

(a)

1

2 3

4

1

2 3

4

¬(x < 5)
<latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit>

x < 5
<latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit>

x := 1
<latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit><latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit><latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit><latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit>

x := (5)�
<latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit><latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit><latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit><latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit>

x := +
<latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit>

x := +
<latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit>

(x < +)
<latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit><latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit><latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit><latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit>

¬(x < +)
<latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit><latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit><latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit><latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit>

(b)

Figure 5: (a) Dynamically-generating code sample. (b) CFG associated to str.

Analyzing dynamic code. Let r be a static analysis performing in particular rS 2 uco(√(S)) on
strings, where S = K ⇤ denotes strings over a finite alphabet K . Note that, our analyzer has to work
on any (abstract) CFG that can be dynamically generated, hence it has to be designed with this purpose
in mind. In particular, as we will show, we will generate only abstract CFGs with a code abstraction h
complete w.r.t. r . This means, by construction, that h must be more abstract than °[r], which means that
each set of elements in h corresponds to a subset of the elements (abstract predicates) of °[r]. Hence,
in order to guarantee to interpret predicates in any h complete, it is sufficient to design the analyzer
soundly interpreting any abstract predicate in °[r]. For instance, °[Sign] is the abstraction containing all
the predicates, involving integers, of the form x:=S, x<S, etc, with S 2 Sign, e.g., an abstract predicate is
x:=Z+, and the analyzer for Sign should be able to interpret also such abstract predicates.
Let x be the input string parameter of an eval statement, we denote by S rS(x) the abstract value for
x computed by the analysis on rS. For example, suppose that the collection of values for the string
x before the eval is {a:=0,a:=1}. By defining rS as the k-bounded string set abstract domain [1],
with k = 2, S rS(x) = {a:=0,a:=1}, while by using the prefix abstract domain PR [8], S PR(x) =�
a:=s

�� s 2 S
 

. When the abstracted string and the abstraction is clear from the context, we simply
denote this set by S and we assume (for the sake of simplicity) that any string in S is an executable
language statement10. In the following, we abuse notation by denoting S also the automaton recogniz-
ing the language.
Consider for example, the program reported in Fig. 5a, a program building and manipulating the string
str at run-time, which is, afterwards, interpreted as executable code, being the input parameter of the
string-to-code statement eval. Since the value of N is unknown at compile-time, we cannot predict the
precise number of iterations of the while-loop. In this case, a suitable string abstract analysis would
approximate the value of str, before the eval execution, to an abstract value corresponding to an over-
approximation of the possible values for str, which may be also, due to abstraction, an infinite set of
strings, and therefore an infinite set of possible programs. For instance, in the example, if we abstract
strings into the regular expression abstract domain [7] (or equivalently into the finite state automata
abstract domain [2]), the value of str after the while loop will be the abstract value x := 5(5)⇤; corre-
sponding to an infinite set of programs, i.e., x:=5;, x:=55, x:=555;. . . . In this case, the common practice
for analyzing eval is simply to give up with the analysis, for example by halting the analysis throwing
an exception [18] or forbidding its usage [19].

Let rC S be the abstract domain for all the possible values (integers, strings and booleans) [3]. Note

10Note that, this assumption corresponds to a decidable condition, hence it is possible to check it and to implement ad hoc
solutions when it does not hold.
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{x:=1}[
�
x:=s

�� s 2 (5)+
 

_�closure

{¬(x<5)}{(x<5)}
�
x:=s

�� s 2 (5)+
 

{x:=1}

?
(a)

>

x:=Z+ _ (x<Z+) x<Z+ _¬(x<Z+)x:=Z+ _¬(x<Z+)

¬(x<Z+)(x<Z+)x:=Z+

?
(b)

Figure 8: (a) Code abstraction hPstr w.r.t. the CFG reported in Fig. 5b, (b) Code abstraction °[rC S ]Pstr

between any pair of states in the CFG, we define

hP(√(Y))
def
=√(

�
X 2 Merge

�� 8Y 2 Merge r{X}.X \Y = ?
 
) 2 uco(√(Y)) (2)

Note that, this abstraction, being characterized starting from the CFG is defined only in terms of a finite
subset of Y, namely on the predicates in the given CFG, i.e., YP def

= Y\
�

j
�� h`0,j,`00i 2 Edges

 
.

In the example, YPstr(√(Y)) = {
�
x:=s

�� s 2 (5)+
 

,{x:=1},{(x<5)},{¬(x<5)}}, hence we have that
hPstr =√(YPstr), being YPstr already a partition. In Fig. 8a this abstraction is partially depicted.

Finally, we need to satisfy Eq. 1 (completeness) between the code abstraction hP , built so far, and
the static analysis, modeled as a semantic abstraction r , performing rS (introduced above) on strings.
Clearly we have no guarantee that hP satisfies Eq. 1, hence, we have to (further) abstract the CFG in
order to guarantee completeness w.r.t. the performed static analysis, namely in order to make it possible
to perform the given static analysis on the code in the generated CFG. As observed in the previous
section, in order to force completeness, we have to combine the desired abstraction hP on predicates,
with the code abstraction °[r]. Formally, in order to allow this operation, since hP is defined on YP ,
we have to restrict also °[r] on YP (denoted °[r]P ). This abstraction is obtained by intersecting the
meaning of each one of its elements (i.e., its concretization) with the set of predicates in the CFG. In
the running example, we have to compute °[rC S ]Pstr , which is the code abstraction induced by the Sign
on the predicates in Pstr. For instance, all the predicates in

�
x:=s

�� s 2 (5)+
 

and the predicate x:=1
cannot be distinguished when integers are abstracted by observing only their signs, hence the resulting
abstraction is depicted in Fig. 8b, where the abstract predicate x:=Z+ corresponds, in the concrete, to
the set of predicates

�
x:=s

�� s 2 (5)+
 

[{x:=1}, while x<Z+ and ¬(x<Z+) correspond, respectively,
to {(x<5)} and to {¬(x<5)} (all the other elements corresponds to ?).

Finally, we aim at building a code abstraction which can be interpreted by the initial abstract inter-
preter r , namely, that satisfies Eq. 1. By Th. 3.3 such an abstraction is hP

" = °[r]P �hP .
Corollary 4.1 Let r 2 uco(V) be additive. Then the code abstraction hP

" = °[r]P �hP 2 uco(YP) is

complete w.r.t. the semantic abstraction r , i.e., it satisfies Eq. 1.

I. Mastroeni & V. Arceri 9

`1 str := "x:=5"; `2i := 0;
`3 while (i < N) {

`4 str := str + "5";
`5i:=i+1;`6

}
`7 str := "if(x<5){" + str

+ "}else{x:=1};";
`8 eval(str)`9

(a)

1

2 3

4

1

2 3

4

¬(x < 5)
<latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit>

x < 5
<latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit>

x := 1
<latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit><latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit><latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit><latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit>

x := (5)�
<latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit><latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit><latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit><latexit sha1_base64="jNdmeSncUF3GPmE4sqV5yfsk+kI=">AAACB3icbVDLSgNBEJyNrxhfqzl6GUyE6CHsBoIiCAEvHiOYByRrmJ104uDsg5leMSz5AL/Cq568iVc/w4P/4u6agybWqajqpqvLDaXQaFmfRm5peWV1Lb9e2Njc2t4xd/faOogUhxYPZKC6LtMghQ8tFCihGypgniuh495dpH7nHpQWgX+NkxAcj419MRKcYSINzGK57zG8RYwfzs4r9aOb42l5YJasqpWBLhJ7RkpkhubA/OoPAx554COXTOuebYXoxEyh4BKmhX6kIWT8jo2hl1CfeaCdOAs/pYeRZhjQEBQVkmYi/N6Imaf1xHOTyTSpnvdS8T+vF+Ho1ImFH0YIPk8PoZCQHdJciaQVoEOhAJGlyYEKn3KmGCIoQRnniRglNRWSPuz57xdJu1a1rap9VSs16rNm8mSfHJAKsckJaZBL0iQtwsmEPJFn8mI8Gq/Gm/H+M5ozZjtF8gfGxze0b5gK</latexit>

x := +
<latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit>

x := +
<latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit><latexit sha1_base64="zW99Wj5r/a29F7wxY+OfVw3TclU=">AAACA3icbVDLSgNBEJyNrxgfiXr0MpgIghB2A6IIQsCLxwjmAckSZiedOGT2wUyPGJYc/QqvevImXv0QD/6Lu+seNFqnoqqbri4vkkKjbX9YhaXlldW14nppY3Nru1zZ2e3o0CgObR7KUPU8pkGKANooUEIvUsB8T0LXm16mfvcOlBZhcIOzCFyfTQIxFpxhIg0r5drAZ3iLGN+fXxzPa8NK1a7bGehf4uSkSnK0hpXPwSjkxocAuWRa9x07QjdmCgWXMC8NjIaI8SmbQD+hAfNBu3EWfE4PjWYY0ggUFZJmIvzciJmv9cz3ksk0pV70UvE/r29wfObGIogMQsDTQygkZIc0VyJpBOhIKEBkaXKgIqCcKYYISlDGeSKapKJS0oez+P1f0mnUHbvuXDeqzZO8mSLZJwfkiDjklDTJFWmRNuHEkEfyRJ6tB+vFerXevkcLVr6zR37Bev8CqCuW/w==</latexit>

(x < +)
<latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit><latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit><latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit><latexit sha1_base64="8jY56HnkquwOmtrQhXgMECcYTlM=">AAACBHicbVC7SgNBFJ2Nrxhfq5Y2g4kQEcJuQLSwCNhYRjAPSJYwO7mJQ2YfzNwNhiWtX2GrlZ3Y+h8W/ou76xaaeKrDOfdyzz1uKIVGy/o0Ciura+sbxc3S1vbO7p65f9DWQaQ4tHggA9V1mQYpfGihQAndUAHzXAkdd3Kd+p0pKC0C/w5nITgeG/tiJDjDRBqYZqXvMbxHjKsPV2en88rALFs1KwNdJnZOyiRHc2B+9YcBjzzwkUumdc+2QnRiplBwCfNSP9IQMj5hY+gl1GceaCfOks/pSaQZBjQERYWkmQi/N2LmaT3z3GQyjakXvVT8z+tFOLp0YuGHEYLP00MoJGSHNFciqQToUChAZGlyoMKnnCmGCEpQxnkiRklHpaQPe/H7ZdKu12yrZt/Wy43zvJkiOSLHpEpsckEa5IY0SYtwMiVP5Jm8GI/Gq/FmvP+MFox855D8gfHxDfPqlx8=</latexit>

¬(x < +)
<latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit><latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit><latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit><latexit sha1_base64="cgTJBJYIZf2t76nSNkWnMq6igW4=">AAACCHicbVC7TsNAEDyHVwiv8OhoTiRIQUiRHQlBQRGJhjJI5CHFVnS+bMKJ89m6WyOClR/gK2ihokO0/AUF/4IdUkDCVKOZXe3s+JEUBm3708otLC4tr+RXC2vrG5tbxe2dlgljzaHJQxnqjs8MSKGgiQIldCINLPAltP3bi8xv34E2IlTXOIrAC9hQiYHgDFOpV9wruwHDG8TEVTCs3J8fH43LvWLJrtoT0HniTEmJTNHoFb/cfsjjABRyyYzpOnaEXsI0Ci5hXHBjAxHjt2wI3ZQqFoDxkkn6MT2MDcOQRqCpkHQiwu+NhAXGjAI/ncyimlkvE//zujEOzrxEqChGUDw7hELC5JDhWqS1AO0LDYgsSw5UKMqZZoigBWWcp2Kc9lRI+3Bmv58nrVrVsavOVa1UP5k2kyf75IBUiENOSZ1ckgZpEk4eyBN5Ji/Wo/VqvVnvP6M5a7qzS/7A+vgGHU+Y3Q==</latexit>

(b)

Figure 5: (a) Dynamically-generating code sample. (b) CFG associated to str.

Analyzing dynamic code. Let r be a static analysis performing in particular rS 2 uco(√(S)) on
strings, where S = K ⇤ denotes strings over a finite alphabet K . Note that, our analyzer has to work
on any (abstract) CFG that can be dynamically generated, hence it has to be designed with this purpose
in mind. In particular, as we will show, we will generate only abstract CFGs with a code abstraction h
complete w.r.t. r . This means, by construction, that h must be more abstract than °[r], which means that
each set of elements in h corresponds to a subset of the elements (abstract predicates) of °[r]. Hence,
in order to guarantee to interpret predicates in any h complete, it is sufficient to design the analyzer
soundly interpreting any abstract predicate in °[r]. For instance, °[Sign] is the abstraction containing all
the predicates, involving integers, of the form x:=S, x<S, etc, with S 2 Sign, e.g., an abstract predicate is
x:=Z+, and the analyzer for Sign should be able to interpret also such abstract predicates.
Let x be the input string parameter of an eval statement, we denote by S rS(x) the abstract value for
x computed by the analysis on rS. For example, suppose that the collection of values for the string
x before the eval is {a:=0,a:=1}. By defining rS as the k-bounded string set abstract domain [1],
with k = 2, S rS(x) = {a:=0,a:=1}, while by using the prefix abstract domain PR [8], S PR(x) =�
a:=s

�� s 2 S
 

. When the abstracted string and the abstraction is clear from the context, we simply
denote this set by S and we assume (for the sake of simplicity) that any string in S is an executable
language statement10. In the following, we abuse notation by denoting S also the automaton recogniz-
ing the language.
Consider for example, the program reported in Fig. 5a, a program building and manipulating the string
str at run-time, which is, afterwards, interpreted as executable code, being the input parameter of the
string-to-code statement eval. Since the value of N is unknown at compile-time, we cannot predict the
precise number of iterations of the while-loop. In this case, a suitable string abstract analysis would
approximate the value of str, before the eval execution, to an abstract value corresponding to an over-
approximation of the possible values for str, which may be also, due to abstraction, an infinite set of
strings, and therefore an infinite set of possible programs. For instance, in the example, if we abstract
strings into the regular expression abstract domain [7] (or equivalently into the finite state automata
abstract domain [2]), the value of str after the while loop will be the abstract value x := 5(5)⇤; corre-
sponding to an infinite set of programs, i.e., x:=5;, x:=55, x:=555;. . . . In this case, the common practice
for analyzing eval is simply to give up with the analysis, for example by halting the analysis throwing
an exception [18] or forbidding its usage [19].

Let rC S be the abstract domain for all the possible values (integers, strings and booleans) [3]. Note

10Note that, this assumption corresponds to a decidable condition, hence it is possible to check it and to implement ad hoc
solutions when it does not hold.
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{x:=1}[
�
x:=s

�� s 2 (5)+
 

_�closure

{¬(x<5)}{(x<5)}
�
x:=s

�� s 2 (5)+
 

{x:=1}

?
(a)

>

x:=Z+ _ (x<Z+) x<Z+ _¬(x<Z+)x:=Z+ _¬(x<Z+)

¬(x<Z+)(x<Z+)x:=Z+

?
(b)

Figure 8: (a) Code abstraction hPstr w.r.t. the CFG reported in Fig. 5b, (b) Code abstraction °[rC S ]Pstr

between any pair of states in the CFG, we define

hP(√(Y))
def
=√(

�
X 2 Merge

�� 8Y 2 Merge r{X}.X \Y = ?
 
) 2 uco(√(Y)) (2)

Note that, this abstraction, being characterized starting from the CFG is defined only in terms of a finite
subset of Y, namely on the predicates in the given CFG, i.e., YP def

= Y\
�

j
�� h`0,j,`00i 2 Edges

 
.

In the example, YPstr(√(Y)) = {
�
x:=s

�� s 2 (5)+
 

,{x:=1},{(x<5)},{¬(x<5)}}, hence we have that
hPstr =√(YPstr), being YPstr already a partition. In Fig. 8a this abstraction is partially depicted.

Finally, we need to satisfy Eq. 1 (completeness) between the code abstraction hP , built so far, and
the static analysis, modeled as a semantic abstraction r , performing rS (introduced above) on strings.
Clearly we have no guarantee that hP satisfies Eq. 1, hence, we have to (further) abstract the CFG in
order to guarantee completeness w.r.t. the performed static analysis, namely in order to make it possible
to perform the given static analysis on the code in the generated CFG. As observed in the previous
section, in order to force completeness, we have to combine the desired abstraction hP on predicates,
with the code abstraction °[r]. Formally, in order to allow this operation, since hP is defined on YP ,
we have to restrict also °[r] on YP (denoted °[r]P ). This abstraction is obtained by intersecting the
meaning of each one of its elements (i.e., its concretization) with the set of predicates in the CFG. In
the running example, we have to compute °[rC S ]Pstr , which is the code abstraction induced by the Sign
on the predicates in Pstr. For instance, all the predicates in

�
x:=s

�� s 2 (5)+
 

and the predicate x:=1
cannot be distinguished when integers are abstracted by observing only their signs, hence the resulting
abstraction is depicted in Fig. 8b, where the abstract predicate x:=Z+ corresponds, in the concrete, to
the set of predicates

�
x:=s

�� s 2 (5)+
 

[{x:=1}, while x<Z+ and ¬(x<Z+) correspond, respectively,
to {(x<5)} and to {¬(x<5)} (all the other elements corresponds to ?).

Finally, we aim at building a code abstraction which can be interpreted by the initial abstract inter-
preter r , namely, that satisfies Eq. 1. By Th. 3.3 such an abstraction is hP

" = °[r]P �hP .
Corollary 4.1 Let r 2 uco(V) be additive. Then the code abstraction hP

" = °[r]P �hP 2 uco(YP) is

complete w.r.t. the semantic abstraction r , i.e., it satisfies Eq. 1.

<latexit sha1_base64="RhY47KpbdiFiG4/aeTJuJnRgQNI=">AAAB9nicbVC7TsNAEDyHVwivACXNiQiJKrIRAsoIGsogkYeUWNH6sklOOT90t0ZEVn6BFio6RMvvUPAv2MYFJEw1mtnVzo4XKWnItj+t0srq2vpGebOytb2zu1fdP2ibMNYCWyJUoe56YFDJAFskSWE30gi+p7DjTW8yv/OA2sgwuKdZhK4P40COpADKpD4SDKo1u27n4MvEKUiNFWgOql/9YShiHwMSCozpOXZEbgKapFA4r/RjgxGIKYyxl9IAfDRukmed85PYAIU8Qs2l4rmIvzcS8I2Z+V466QNNzKKXif95vZhGV24igygmDER2iKTC/JARWqYlIB9KjUSQJUcuAy5AAxFqyUGIVIzTVippH87i98ukfVZ3LurO3XmtcV00U2ZH7JidModdsga7ZU3WYoJN2BN7Zi/Wo/VqvVnvP6Mlq9g5ZH9gfXwDt4aSww==</latexit>⌘

<latexit sha1_base64="YlO9Z1iKDmDYyi9srpIJ2NcE5K8=">AAACFnicbVC7TsNAEDzzDOEVoKQ5ESFRRTZCQBlBQxkkkiDFVrQ+NnDifGfdrZEiKz2fwFfQQkWHaGkp+BfskAICU41mZ29vJk6VdOT7H97M7Nz8wmJlqbq8srq2XtvY7DiTWYFtYZSxlzE4VFJjmyQpvEwtQhIr7Ma3p+W8e4fWSaMvaJhilMC1lgMpgAqpX9sJkSAU0orQFL7ymTxsp04qo0e90N6YqF+r+w1/DP6XBBNSZxO0+rXP8MqILEFNQoFzvcBPKcrBkhQKR9Uwc5iCuIVr7BVUQ4IuysdZRnw3c0CGp2i5VHws4s+NHBLnhklcOBOgGzc9K8X/Zr2MBsdRLnWaEWpRHiKpcHzICSuL8MivpEUiKH+OXGouwAIRWslBiELMitaqRR/BdPq/pLPfCA4bwflBvXkyaabCttkO22MBO2JNdsZarM0Eu2eP7Ik9ew/ei/fqvX1bZ7zJzhb7Be/9C6uJoHg=</latexit>

⌘ �⌥[⇢]
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¬(x < 5)
<latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit><latexit sha1_base64="1a5wMZWowjU6bVaPde8c6LWSF+M=">AAACCnicbVC7TsNAEDyHVwivABINzYkEKTSRHSmCgiISDWWQyEOKreh82YRTzmfrbo2ITP6Ar6CFig7R8hMU/At2SAGBqUYzu9rZ8SMpDNr2h5VbWl5ZXcuvFzY2t7Z3irt7bRPGmkOLhzLUXZ8ZkEJBCwVK6EYaWOBL6Pjji8zv3II2IlTXOInAC9hIiaHgDFOpXzwouwHDG8TEVTCq3NFzWj+ZlvvFkl21Z6B/iTMnJTJHs1/8dAchjwNQyCUzpufYEXoJ0yi4hGnBjQ1EjI/ZCHopVSwA4yWz/FN6HBuGIY1AUyHpTISfGwkLjJkEfjqZhTWLXib+5/ViHJ55iVBRjKB4dgiFhNkhw7VIiwE6EBoQWZYcqFCUM80QQQvKOE/FOG2qkPbhLH7/l7RrVceuOle1UqM+byZPDskRqRCHnJIGuSRN0iKc3JNH8kSerQfrxXq13r5Hc9Z8Z5/8gvX+BegvmTs=</latexit>

x < 5
<latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit><latexit sha1_base64="b5FCwoc3GpT00yIqimCb9KvxyfE=">AAACBHicbVC7TsNAEDyHVwgvAyXNiQSJKrIjRVBQRKKhDBJ5SEkUnS+bcMr5bN2tIyIrLV9BCxUdouU/KPgXbOMCEqYazexqZ8cLpTDoOJ9WYW19Y3OruF3a2d3bP7APj9omiDSHFg9koLseMyCFghYKlNANNTDfk9Dxptep35mBNiJQdzgPYeCziRJjwRkm0tC2K32f4T1i/ECvaH1RGdplp+pkoKvEzUmZ5GgO7a/+KOCRDwq5ZMb0XCfEQcw0Ci5hUepHBkLGp2wCvYQq5oMZxFnyBT2LDMOAhqCpkDQT4fdGzHxj5r6XTKYxzbKXiv95vQjHl4NYqDBCUDw9hEJCdshwLZJKgI6EBkSWJgcqFOVMM0TQgjLOEzFKOiolfbjL36+Sdq3qOlX3tlZu1PNmiuSEnJJz4pIL0iA3pElahJMZeSLP5MV6tF6tN+v9Z7Rg5TvH5A+sj2/pIJcY</latexit>

x := 1
<latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit><latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit><latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit><latexit sha1_base64="6Zq+ibehC72Hr4JdGVUf2FhCGUo=">AAACA3icbVC7SgNBFJ2NrxgfiVraDCaCVdgNiCIIARvLCOYByRJmJzdxyOyDmTtiWFL6FbZa2YmtH2Lhv7i7bqGJpzqccy/33ONFUmi07U+rsLK6tr5R3Cxtbe/slit7+x0dGsWhzUMZqp7HNEgRQBsFSuhFCpjvSeh606vU796D0iIMbnEWgeuzSSDGgjNMpGGlXBv4DO8Q44eLS2deG1aqdt3OQJeJk5MqydEaVr4Go5AbHwLkkmndd+wI3ZgpFFzCvDQwGiLGp2wC/YQGzAftxlnwOT02mmFII1BUSJqJ8HsjZr7WM99LJtOUetFLxf+8vsHxuRuLIDIIAU8PoZCQHdJciaQRoCOhAJGlyYGKgHKmGCIoQRnniWiSikpJH87i98uk06g7dt25aVSbp3kzRXJIjsgJccgZaZJr0iJtwokhT+SZvFiP1qv1Zr3/jBasfOeA/IH18Q2xkZcF</latexit>

x := (5)�
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Figure 9: Abstract CFG generated by abstracting Pstr by means of hPstr
"

Hence, in our example, the code abstraction hPstr
" = °[rC S ]Pstr � hPstr satisfies Eq. 1. In particular,

we can observe that hPstr
" = °[rC S ]Pstr . Finally, we have to abstract the CFG P , previously generated,

by applying hP
" to each edge of the CFG. In our example, the so far resulting abstract CFG is reported

in Fig. 9, where the abstract CFG generated by abstracting Pstr by means of hPstr
" is depicted.

A taste of implementation. A static analyzer based on finite state automata is available at [2]. More-
over, we have implemented Alg. 1 in order to validate our approach13. The implementation of a static
analysis of abstract CFGs is in an early stage development and it is left as future work. Nevertheless, it
is able to parse executable automata and to abstract them into abstract CFGs, as we have previously de-
scribed. In order to make these abstract CFGs effectively analyzable, we are currently extending the static
analyzer, and the underlying abstract interpreter, to parse, and thus analyze, also abstract predicates.

5 Conclusion

We conclude highlighting the value, in the context of static analysis, of the framework presented in this
paper. What we propose here is a precision improvement of [3], an analysis that attacks an extremely
hard problem in static program analysis by abstract interpretation, since the standard static analysis as-
sumption (i.e., the program code we want to analyze must be static) is broken when we have to deal with
string-to-code statements. In [3], we have shown that even without this assumption, it is still possible for
static analysis to semantically analyze dynamically mutating code in a meaningful and sound way. It has
been the very first proof of concept for a sound static analysis for self-modifying code based on bounded
reflection for a high-level script-like programming language. In this paper, we improve this approach by
characterizing code transformations that do not lose precision w.r.t. a fixed abstract semantics/analysis of
the code. The idea we develop consists in embedding the property to analyze in the code transformation
in order to make the property analysis to work also on the transformed code (as it happens in dynamic
code analysis). Hence, the main contribution is to make even more precise the first truly dynamic static

analyzer, which has the feature to keep the analysis going on, even when code is dynamically built.
Clearly, the framework improved here is still at an early stage and surely there is much work to do, not
only for the presented algorithm and the implementation, which has clearly to be further developed, but
also for making the approach more precise and general. As far as the algorithm is concerned we have
not explicitly provided soundness and completeness proofs or discussions. In particular, completeness

13Available at
https://github.com/SPY-Lab/java-fsm-library/tree/abstract-parser
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