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iIc languages do have
string-to-code statements

Dynam
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JAVASCRIPT HAS EVAL ALLOWING EVIL THINGS
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eval "a=a-+1") Sfrlng

Parsing of 7a =a + 17

a=&.1+1 COdel

¢

eval (’alert ("Your query was ’ + documen t.location.searc h + 2");7%);

XSS, SSJS, CSRF, Code injection...



HOW MUCH IS EVAL POPULAR?

Best practice:

“eval is the most misused feature of JavaScript. Avoid it.”

Benevolent code

G. Richards et al. “The eval that men do”

Malicious code

We have analyzed a data-set of JavaScript malware samples:

57% have at least 10% have nested
one eval call eval calls



THE STATIC ANALYSIS PROBLE
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> Static analysis assumption: The program code is static

» Eval brakes this assumption!

while (x++ < 3)
os = os + "x=x+1;y=10;x=x+1,;",;

x = 0; if (x > 10)
while (x >= 0) { os = "while(x>b){x=x+1;y=x;1}";
if (x % 2 == 0)
X = x + 1; if (x == b)
else os = "hello";
X = X + 2;
} if (x == 8)

os = "while(x;";

Xx=x+1,y=10;x = x + 1;
eval(os);\\\\-_////////*

Derived at run-time
May contain other eval calls
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STATE OF THE AKT IN ANALY/ZING DY/NAMIC CODE

> Before introducing the sound static analyzer:
> Several static analyzers have been proposed for dynamic languages (PHP, Python, Ruby...)
» String analyses fails to precisely analyze string manipulation programs
> Almost none of them faced the problem of analyzing string-to-code statements

> They ignore the eval effects (inducing unsoundness) or forbid eval usage
> A sound static analyzer for dynamic code (TOPS'21): Ingredients

> A string abstract domain keeping enough information for extracting code

» Design and implementation of an algorithm for extracting executable code from string
abstractions

» IDEA: Analyze code, when an eval is met, extract executable code and recursively call the
static analyzer on this code!




terpreter

in
for dynamic code

A sound abstract
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THE STRING ABSTRACTION: FINITE STATE AUTOMATA
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[ [
O—O0—0O0—=0 0
{ a2, A
r ()
"toString", G O O O O O O O

"hello"}

The guard value is P if (...)

statically unknown x = "a++;" O O——O—O0——®
else |
X = "t N N NI

a/@;'@i'@\@
— —Q)
Which is the value of x before the eval execution? b\@;QLQ/

eval (x) ;



THE STRING ABSTRACTION: FINITE STATE AUTOMATA

The.guard value is & while (...)
statically unknown " "

eval (x)
Which is t
he v
alue of X before the eval
€Xecution? .

-

"s++;s++;s++;s++;..."

O O— s O——O——O)
__{}ﬁqQ;i<}i40_;{}i%3j;c%i{};q@
3 + + ; s + + ; 3 + + ;
-O—0O0—0O0—0O0—O0O—0O0—0O0—0O0—0O0—0O0—0O—0O—0
s + + ; S + + ; s + + ; s + + ;
—O0—"0—0—0—0—0—0—0—0O0—"+0—0—0—O0—"+0—0—0—0

miening
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» How do we extract executable code from automata? 1) We abstract the argument!

while (x++ < 3)
os = os + "x=x+1;y=10;x=x+1;";

if (x > 10)
os = "while(x>5){x=x+1;y=x;}";

if (x == 5)
os = "hello";

| Not executable
if (x == 8)

os = "while(x;";
0S

eval (os) ; —

The value of x is statically unknown!
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FROM STRINGS TO SEQUENCES OF PAKTIAL STATEMENTS
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» 2) Automaton of characters "™ Automaton of partial statements

A partial statement is a prefix
statement ending with a punctation x=x+1; while( x>5) { }
symbol or a punctuation symbol

Partial statements

0
[ [




FROM PARTIAL STATEMENTS TO CODE

X =ui4ls +©\_/
X:=x+41;
Regularexpr} x:=x+1; || while(x>5){x:=x+1;y:=x}; || x:=x+1 s (y:=10;x:=x+1 ;)* | while(x;

Cont
ol flo,, graph (€,
s

&
X:=x+1 X<3 =P
x:=x+i X A T
® OJ @




ANALY ZING DYNAMICALLY GENERATED CODE
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P > CFG(P)

Eval occurs in in CFG(P)




Soundness vs Imprecision
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LIMITATIONS... A SCLUTION

» In order fo guarantee soundness we lose precision!

» When the executable code contained in the automaton is infinite we have a
problem!

)
QQE)Q;Q_S’&_;@ ZL(A)={x=5"|n>0}

str = "x=b";
while (i < 3) {
str = str + "5";
i =1 + 1;
}
str = str + ";"; " eval(str);

/

Return TOP fo guarantee
soundness
(TOPS'21)




By performing the analyzer on abstract code!




programs

infinite”

Taming
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CODE ABSTRKACTION

000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

» We model code as control flow graphs (CFG)

> We leave unchanged the control structure and we abstract the effects on the
state: labels as sets of statements

gy = O;
yhile (x<5)

{Bx = x + 14},
bsx =7t

It represents infinite programs
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CODE ABSTRACTION VS SEMANTIC ARSTRACTION
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» Semantics naturally induces a code abstraction: By abstractly observing code we
cannot distinguish between statements with involving the same abstract values

by = O;

Lyhile (x<5)
{Bx 1= x + 144},
by o =76

[ Sa) {ﬁ(alopagz{a'opa“\ a' € plar),a’ € plar) } £ plar)opp(an)
def def ’ ng)défx, ) eff);((n);:ef {nﬂ(m)ép({ri() }) def 5(b)
Y c . N — . ~ — bibopby) =p(b bs), —b)=-p(b
p € uco(V) ﬁ Tlp](x:=e) d:ff'_p(e) ={x=e e E’i(fe) . P { P %n. plorus) (1] 1€ plerue) ). plestse)® (s rep(eatse) }
Y[p](b) =p(b) Y[p](eval(s)) = eval(p(s)) Sy L] Bl poncat () P,
. . . S : substr(s,aj,ap)) = substr(p(s),p(ai),pla
Semantic abstraction Code abstraction P e e s ety )

Induced code abstraction Y[p] ™ it can be embedded in the original analysis for p
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WHICH CODE ABSTRACTIONS CAN BE ANALYZED?

> Given a static analysis observing the semantic abstraction p, which code
abstractions n can be still be analyzed without changing the analysis?

» Let @ denotes CFG labels

COMPLETENESS



> Given a static analysis observing the semantic abstraction p, which code

abstractions n can be still be analyzed without changing the analysis?

» Let @ denotes CFG labels

COMPLETENESS

» Example: p=Sign, n(x:=5)={x:=n | 0 < n < 6} X

» Example: p=Sign, n(x:=5)=1x:=n | n 2 0} V/



> Given a static analysis observing the semantic abstraction p, which code

abstractions n can be still be analyzed without changing the analysis?

» Let @ denotes CFG labels

COMPLETENESS

> The code abstraction 7, ZY[p]on always satisfies this equation, for any initial code
abstraction 7!

» We can make any abstract code analyzable by a given analysis!



ing abstract code

Analyz
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AN IMPROVED DYNAMIC CODE ANALYSIS
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» Consider a static analysis observing the semantic abstraction p, interpreting also

code abstracted by Y[p]

L]
L]
L]
-
-
L]
L]
L]
Y
-

o
Y
-

Ca
L]
]
t .
L]
L]
t .
]

.......... X:=Z+\/(X<Z+) x:=ZTV a(x<ZT) x<ZTVa(x<Zt) o

................. X;=Z+ (X<Z+) _I(X<Z+)

T~

Al Analyzer+ 4=

100 ,~— 0010
01 /7 A0\ 101
01 | ]) 100
10 \ 4 010
100 1
00010110



FROM AUTOMATA T0 (ABSTRACT) CFG
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> Analyze the program and when eval is met extract the automaton recognizing the
language of its arqgument

ligtr := "x:=bH"; by .= 0; i ( . 3 c ) ( ) | )
Gyhile (i < N) { —(O—O—0O0—0O0—0O0—0O0—=0O0—0O0—"0O0—>0O0—0"
lagtr := str + "H";

l53:=i+1;% C%}<D<1C%=<D<;C>7{D<{C>GCD<SC%.<3<e
+

fstr := "if (x<5){"
+ "}else{x:=1};";

Beval (str)®

+ str

Analyzer+

0010 ReduceCycles

R Lo Lo Lle Lo Lo tle Lo ENG T g RN EN TS }

/ ©<—}O<1—O<=O<;O<XO<{O<:O<SO<|O<?C%
CFG generation algorithm
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MAKING (ARSTRACT) CODE ANALYZARLE
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{x:=1}U{ x:=5] s e (5" } : .\./—‘closur.e

’ {x:=1} {X:=S‘ s € (S)jL } {(x<5)} {—(x<5)}
Induced abstraction \ //

L

Y

Completeness

T
x:=Z1TV (x<Z")  x:=ZTV-a(x<ZT) x<ZTV-(x<Zh) AL Analyzer+

100 ,~—~ 0010
\ \< >/ / 01 N\ 101
01 || /] 100

100

x:=2Z" (x<Z™1) —(x<Z") — /
\J_/ 00010110 '

Abstract CFG

no T[p]
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e we are and where we can go




“YOU CAN ANALYZE THE CODE YOU DON'T SEE!”

Al Analyzer+

01 °101
» CFG(P) 20 010

100
00010110

1

Eval occurs in in CFG(P)

Al Analyzer+
100 0010

01 101
01 ZCS 100
10 { 010

100 1
00010110

Eval occurs in

AbsCFGGen (A)
AbsCFGGen (A)
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