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Linux Verification Center

founded in 2005
● User Space Model Based Testing
● Application Binary/Program Interface Stability
● Linux Driver Verification Program
● Linux File System Verification
● Deductive Verification of Operating Systems



Why Device Drivers?

● There is a demand
● A big source of issues in kernel

● Realistic for software model checking
● Limited usage of complex data structures
● Very limited usage of floating point arithmetics
● Small number of recursive functions
● Limited size of drivers

● Academic interest
● Big set of uniform but diverse source code 



Commit Analysis(*)

● All patches in stable trees (2.6.35 – 3.0) 
for 1 year:

● 26 Oct 2010 – 26 Oct 2011
● 3101 patches overall

(*) Khoroshilov A.V., Mutilin V.S., Novikov E.M. Analysis of typical faults in Linux operating system 
drivers.  Proceedings of the Institute for System Programming of RAS, volume 22,
 2012, pp. 349-374. (In Russian)
http://ispras.ru/ru/proceedings/docs/2012/22/isp_22_2012_349.pdf
Raw data: http://linuxtesting.org/downloads/ldv-commits-analysis-2012.zip



Commit Analysis

● All patches in stable trees (2.6.35 – 3.0) for 
1 year:

● 26 Oct 2010 – 26 Oct 2011
● 3101 patches overall

Unique commits to drivers 
(1503 ~ 50%)

Support of a 
new functionality

(321 ~ 20%)

Bug fixes
(1182 ~ 80%)



Commit Analysis

Typical bug fixes
(349 ~ 30%)

Generic bug fixes
(102 ~ 30%)

Fixes of Linux kernel API misuse
(176 ~ 50%)

Fixes of data races, 
deadlocks
(71 ~ 20%)

● All patches in stable trees (2.6.35 – 3.0) for 
1 year:

● 26 Oct 2010 – 26 Oct 2011
● 3101 patches overall



Taxonomy of Typical Bugs

Rule classes Types Number of 
bug fixes Percents

Cumulative
total 

percents

Correct usage of 
the Linux kernel 

API
(176 ~ 50%)

Alloc/free resources 32 ~18% ~18%

Check parameters 25 ~14% ~32%

Work in atomic context 19 ~11% ~43%

Uninitialized resources 17 ~10% ~53%

Synchronization 
primitives in one thread

12 ~7% ~60%

Style 10 ~6% ~65%

Network subsystem 10 ~6% ~71%

USB subsystem 9 ~5% ~76%

Check return values 7 ~4% ~80%

DMA subsystem 4 ~2% ~82%

Core driver model 4 ~2% ~85%

Miscellaneous 27 ~15% 100%

Generic
(102 ~ 30%)

NULL pointer 
dereferences

31 ~30% ~30%

Alloc/free memory 24 ~24% ~54%

Syntax 14 ~14% ~68%

Integer overflows 8 ~8% ~76%

Buffer overflows 8 ~8% ~83%

Uninitialized memory 6 ~6% ~89%

Miscellaneous 11 ~11% 100%

Synchronization
(71 ~ 20%)

Races 60 ~85% ~85%

Deadlocks 11 ~15% 100%

Reach
ability



Software Model Checking

entry point

error location

● Reachability problem



Verification Tools World

int main(int argc,char* argv[])

{

 ...

 other_func(var);

 ...

}

void other_func(int v)
{
  ...
  assert( x != NULL);
}



Device Driver World
int usbpn_open(struct net_device *dev) { ... };
int usbpn_close(struct net_device *dev) { ... };
struct net_device_ops usbpn_ops = {

.ndo_open = usbpn_open, .ndo_stop = usbpn_close
};
int usbpn_probe(struct usb_interface *intf, const struct usb_device_id *id){

dev->netdev_ops = &usbpn_ops;
err = register_netdev(dev);

}
void usbpn_disconnect(struct usb_interface *intf){...}

struct usb_driver usbpn_struct = {
.probe = usbpn_probe, .disconnect = usbpn_disconnect,

};
int __init usbpn_init(void){ return usb_register(&usbpn_struct);}
void __exit usbpn_exit(void){usb_deregister(&usbpn_struct );}

module_init(usbpn_init);
module_exit(usbpn_exit);

No explicit calls to 
init/exit procedures
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Device Driver World
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module_init(usbpn_init);
module_exit(usbpn_exit);

Callback interface 
procedures registration

No explicit calls to 
init/exit procedures

http://ispras.ru/ru/proceedings/docs/2012/22/isp_22_2012_349.pdf
http://linuxtesting.org/downloads/ldv-commits-analysis-2012.zip


Active Driver Environment Model (1)
int main(int argc,char* argv[])
{
  usbpn_init()
  for(;;) {
    switch(*) {
     case 0: usbpn_probe(*,*,*);break;
     case 1: usbpn_open(*,*);break;
     ...
    }
  } 
  usbpn_exit();
} 



● Order limitation
● open() after probe(), but before 

remove()
● Implicit limitations

● read() only if open() succeed
● and it is specific for each class of drivers

Active Driver Environment Model (2)



● Precise
● Complete - to avoid missing bugs
● Correct - to avoid false alarms

Active Driver Environment Model (3)



● Precise
● Complete - to avoid missing bugs
● Correct - to avoid false alarms

● Simple enough

Active Driver Environment Model (3)



● >20 000 callback registrations
● of 800 different types
● changes across Linux kernel versions

Active Driver Environment Model (4)



LDV Approach - EMG



Model Checking and Linux Kernel

entry point

error location

● Reachability problem
                  DONE



Error Location?
int f(int y)
{
struct urb *x;

  x = usb_alloc_urb(0,GFP_KERNEL);
  ...
  usb_free_urb(x);

  return y;
}



Error Location?
int f(int y)
{
struct urb *x;

  x = usb_alloc_urb(0,GFP_KERNEL); // allocate new URB
  ...
  usb_free_urb(x); // deallocate URB: assert(x is NULL or previously allocated URB)

  return y;
}

  … 
  // after module exit: assert( all allocated URBs are deallocated)



Instrumentation

int f(int y)
{
struct urb *x;

  x = usb_alloc_urb(0,GFP_KERNEL);

  ...

  usb_free_urb(x);

  return y;
}

set URBS = empty;

int f(int y)
{
struct urb *x;

  x = usb_alloc_urb();
  add(URBS, urb);
  ...
  assert(contains(URBS, x));
  usb_free_urb(x);
  remove(URBS, urb);

  return y;
}
  … 
  // after module exit
  assert(is_empty(URBS));



// Model state: set of allocated URBs
set URBS = empty;

// Model functions
struct urn * ldv_usb_alloc_urb(void)
{
  void *urb;
  urb = ldv_alloc();
  if (urb) {
    add(URBS, urb);
  }
  return urb;
}

void ldv_usb_free_urb(struct urb *urb)
{
  if (urb) {
    remove(URBS, urb);
  }
}

// Pointcut declarations
pointcut USB_ALLOC_URB:
  call(struct urb *usb_alloc_urb(int, gfp_t));
pointcut USB_FREE_URB:
  call(void usb_free_urb(struct urb *));

// Update model state
around: USB_ALLOC_URB {
  return ldv_usb_alloc_urb();
}
around: USB_FREE_URB {
  ldv_usb_free_urb($arg1);
}

// Assertions
before: USB_FREE_URB {
  assert(contains(URBS, $arg1));
}
after: MODULE_EXIT {
  assert(is_empty(URBS));
}

Aspect-Oriented Notation



Instrumentation
int f(int y)
{
struct urb *x;

  x = usb_alloc_urb(0,GFP_KERNEL);
  ...
  usb_free_urb(x);

  return y;
}

int f(int y)
{
struct urb *x;

  x = ldv_usb_alloc_urb();
  ...
  assert(contains(URBS, x));
  ldv_usb_free_urb(x);

  return y;
}

  … 
  // after module exit
  assert(is_empty(URBS));



Rule Instrumentor

● CIF – C Instrumentation Framework
● gcc-based aspect-oriented programming 

tool for C language
● available under GPLv3:

http://forge.ispras.ru/projects/cif



Model Checking and Linux Kernel

entry point

error location

● Reachability problem
                  DONE

                  DONE



Linux Driver Verification

http://linuxtesting.org/ldv



Error Trace Visualizer



Recent Experiment

All modules Linux 3.14 (4368), 32 rules

CPAChecker BAM VA+PA, EMG conservative
● 417 UNSAFEs

● 116 TRUE 28%
● 301 FALSE 72%

● Kernel model: 97    32%
● Verifier:            82    27%
● Rules:            46    15%
● EMG:            41   14%
● LDV:                35      11%



Bugs Found
http://linuxtesting.org/results/ldv

>250 patches already applied 



Lessons Learnt



Lessons Learnt

● Language features support

gcc extensions, e.g. zero-length arrays

struct line {
       int length;
       char contents[0];
     };

etc.



Lessons Learnt

● Language features support
● No premature UNKNOWN

Error: Unsupported C feature (recursion) in line 60858:
tmp = gma_power_begin( tmp24, tmp25); 
(CallstackTransferRelation.getAbstractSuccessors) 

Bug Finder vs. Safe Prover



Lessons Learnt

● Language features support
● No premature UNKNOWN
● Efficiently ignore irrelevant details

Ten of thousands irrelevant transitions vs. 
dozens of relevant ones



Lessons Learnt

● Language features support
● No premature UNKNOWN
● Efficiently ignore irrelevant details
● Engineering matters



BLAST
Berkeley

Lazy

Abstraction

Software 
Verification

Tool

BLAST is a software model checker for C programs. 

It uses counterexample-driven automatic abstraction 
refinement to construct an abstract model  which is 
model checked for safety properties. 



Fix Bugs in BLAST Algorithm
Run BLAST with lattice option, 
which enables Configurable Program Analysis (CPA)
● BLAST default – without fix
● BLAST fixed – CPA implementation fixed 



Fix Bugs in BLAST (Details)



Speed Up BLAST
Old – BLAST 2.5, 2008
New – BLAST 2.6, 2011



ISPRAS BLAST 2.6 Release Notes
Speedup ranges from 8 times on small-sized programs to 30 times on 
medium-sized programs
● Logarithmic algorithm for useful-blocks (significantly speedup of trace 

analysis)
● Improved integration with SMT solvers

● efficient string concatenation
● caching of converted formulae
● optimization of CVC3 options for BLAST use cases

● Formulae normalization moved to solvers since solvers do it faster
● Alias analysis speedup

● must-aliases are handled separately and faster than may-aliases 
● removed unnecessary debug prints from alias iteration (even a check for 

debug flag impacts performance significantly in hot places)

● BLAST-specific tuning of OCaml virtual machine options



Lessons Learnt

● Language features support
● No premature UNKNOWN
● Efficiently ignore irrelevant details
● Engineering matters
● Theory improvement matters



Model Checking
 Clarke/Emerson, Sifakis (1981)

Reached, Frontier := { s
0
 }

while Frontier !=  do∅
  remove s from Frontier

  for each s'  ∈ post( s ) do

       
 

       
 
 

         
 

       if !stop(s', Reached) add s' to Reached, Frontier

return Reached

Iterative fixpoint post computation



Configurable Program Analysis

Reached, Frontier := { s
0
 }

while Frontier !=  do∅
  remove s from Frontier

  for each s'  ∈ post( s ) do

    for each s''  ∈ Reached do

       s''
new

 := merge( s', s'' )       // require: s''
new

  ⊑ merge( s', s'' )

       if s''
new

 != s'' then

         replace s'' in Reached, Frontier by s''
new

       if !stop(s', Reached) add s' to Reached, Frontier

return Reached

D.Beyer, T.A.Henzinger, G. Theoduloz (2007)

CPA = (D, post, merge, stop)



Data Flow vs Model Checking

pc1 pc2

pc3

pc1  x ==0

pc3  x ==0

pc2  x !=0

pc1  x ==0

pc3  x ==0

pc2  x !=0

pc3  x !=0

pc3  x !=0

pc1  x ==0

pc3  any x

pc2  x !=0

Model checking: always not mergeModel checking: always not mergeData flow: always merge

post



Configurable Program Analysis
D.Beyer, T.A.Henzinger, G. Theoduloz (2007)



BLAST with CPA enabled
● BLAST without lattice option 
● BLAST with lattice option, which enables CPA



Lessons Learnt

● Language features support
● No premature UNKNOWN
● Efficiently ignore irrelevant details
● Engineering matters
● Theory improvement matters
● Engineering vs. Theory improvement



● Modular framework for software verification
● Written in Java
● Open source: Apache 2.0 License
● Over 40 contributors so far

from ~8 universities/institutions
● ~300 000 lines of code

(170 000 without blanks and comments) 
● Started 2007

http://cpachecker.sosy-lab.org



Lessons Learnt

● Language features support
● No premature UNKNOWN
● Efficiently ignore irrelevant details
● Engineering matters
● Theory improvement matters
● Engineering vs. Theory improvement
● Usability

http://forge.ispras.ru/projects/cif


SVCOMP'12 Results



SVCOMP'14 Results



Lessons Learnt

● Language features support
● No premature UNKNOWN
● Efficiently ignore irrelevant details
● Engineering matters
● Theory improvement matters
● Engineering vs. Theory improvement
● Usability
● Source code coverage



Recent Experiment

All modules Linux 3.14 (4368), 32 rules

CPAChecker BAM VA+PA, EMG conservative
● 417 UNSAFEs

● 116 TRUE 28%
● 301 FALSE 72%

● Kernel model: 97    32%
● Verifier:            82    27%
● Rules:            46    15%
● EMG:            41   14%
● LDV:                35      11%



Taxonomy of Typical Bugs

Rule classes Types Number of 
bug fixes Percents

Cumulative
total 

percents

Correct usage of 
the Linux kernel 

API
(176 ~ 50%)

Alloc/free resources 32 ~18% ~18%

Check parameters 25 ~14% ~32%

Work in atomic context 19 ~11% ~43%

Uninitialized resources 17 ~10% ~53%

Synchronization 
primitives in one thread

12 ~7% ~60%

Style 10 ~6% ~65%

Network subsystem 10 ~6% ~71%

USB subsystem 9 ~5% ~76%

Check return values 7 ~4% ~80%

DMA subsystem 4 ~2% ~82%

Core driver model 4 ~2% ~85%

Miscellaneous 27 ~15% 100%

Generic
(102 ~ 30%)

NULL pointer 
dereferences

31 ~30% ~30%

Alloc/free memory 24 ~24% ~54%

Syntax 14 ~14% ~68%

Integer overflows 8 ~8% ~76%

Buffer overflows 8 ~8% ~83%

Uninitialized memory 6 ~6% ~89%

Miscellaneous 11 ~11% 100%

Synchronization
(71 ~ 20%)

Races 60 ~85% ~85%

Deadlocks 11 ~15% 100%

Reach
ability

CPALockator



CPALockator

Pavel Andrianov, Vadim Mutilin, Alexey Khoroshilov
"Predicate abstraction based configurable method for data race detection in Linux kernel"
In Proc. of TMPA-2017



CPALockator Intermediate Results
Linux kernel 4.5-rc1(drivers/ folder)



Taxonomy of Typical Bugs

Rule classes Types Number of 
bug fixes Percents

Cumulative
total 

percents

Correct usage of 
the Linux kernel 

API
(176 ~ 50%)

Alloc/free resources 32 ~18% ~18%

Check parameters 25 ~14% ~32%

Work in atomic context 19 ~11% ~43%

Uninitialized resources 17 ~10% ~53%

Synchronization 
primitives in one thread

12 ~7% ~60%

Style 10 ~6% ~65%

Network subsystem 10 ~6% ~71%

USB subsystem 9 ~5% ~76%

Check return values 7 ~4% ~80%

DMA subsystem 4 ~2% ~82%

Core driver model 4 ~2% ~85%

Miscellaneous 27 ~15% 100%

Generic
(102 ~ 30%)

NULL pointer 
dereferences

31 ~30% ~30%

Alloc/free memory 24 ~24% ~54%

Syntax 14 ~14% ~68%

Integer overflows 8 ~8% ~76%

Buffer overflows 8 ~8% ~83%

Uninitialized memory 6 ~6% ~89%

Miscellaneous 11 ~11% 100%

Synchronization
(71 ~ 20%)

Races 60 ~85% ~85%

Deadlocks 11 ~15% 100%

Reach
ability

CPALockator

SMG



Institute for System Programming of the Russian Academy of Sciences

Thank you!

Alexey Khoroshilov
http://linuxtesting.org/ldv
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