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BBenenune

Koppekrtna nu nmporpamma?



BBenenune

Koppekrtna nu nmporpamma?

* Therac-25 — ommOka B mporpaMMHOM OOECTIEYEHNH armmapara
JIy4eBOH Teparnuu, KoTopasi IpuBena K THOeNu o MeHbIIeH

Mepe 5 4eoBeK.

 Ariane 5 Disaster, Mars Climate Orbiter, Mariner 1, Patriot
missile

* The Pentium bug

* The DAO Attack



BBenenune

OOBIYHO UCTIONB3YIOT:

* PEBBIO KOTIA,
* pa3IUYHBIC BUIBI TECTUPOBAHMSI,

¢ CTaTUYCCKUC aHAJIN3aTOPHI.



BBenenune

OOBIYHO UCTIONB3YIOT:

* PEBBIO KOTIA,
* pa3IUYHBIC BUIBI TECTUPOBAHMSI,

¢ CTaTUYCCKUC aHAJIN3aTOPHI.

He moryT rapanTupoBath KOPPEKTHOCTh IPOTPaMM B OOIIIEM CiTydae.



BBenenune

KoppexkTna i1u nmporpamma?

crienu KA porpamma
TECTUPOBAHUE




BBenenune

KoppexkTna i1u nmporpamma?

crienu KA porpamma
TECTUPOBAHUE

nporpamma
(hopmanpHas

crenupuKanus JIOKA3aTeIbLCTBO

Ha QopMaTbHOM
SI3bIKE



JlokazaTeabCTBO

Jloka3aTenabCcTBO — 3TO JEPEBO BBIBOJA B HEKOTOPOH (hopManbHON

CUCTEMEC.

¢ Y o
(p A1) X
(¢ Ap) Ax)

(AD)

CDOpMaJ'ILHaS[ cucreMa:

® CHHTaKCHuc (pa3pemeHHbIe CHMBOJIBI 1 KaK OHH O6paSy10T

BBIPAKEHN),
* AKCHOMBI,

¢ IIpaBUJIa BbIBOJA.



JlokazaTeabCTBO

[Ipumepsr popmanpabix cucteM: FOL + ZFC, TG, HOL, Martin-Lof
type theory.



JlokazaTeabCTBO

[Ipumepsr popmanpabix cucteM: FOL + ZFC, TG, HOL, Martin-Lof
type theory.
dopmanbHas cucTeMa JIOJIKHA MO3BOJISTh aBTOMAaTUYECKHU TIPOBEPSThH

MoJy4eHHbIe JoKa3aTelabeTBa (Hanpumep, Agda, Coq, Lean, HOLA4,
HOL Light, Isabelle/HOL, Mizar).



Teopust TuIIOB

Ucrtopus:

1908 Bertand Russell. Mathematical logic based on the theory of
types. X := {A|[A € A}. X € X?
1930s simple type theory (Carnap, Ramsey, Quine, Tarski)
1940 Alonzo Church. A formulation of the simple theory of types
1969 William Howard. The formulae-as-types notion of construction
1979 Per Martin-L6f. Constructive mathematics and computer
programming
2010 Vladimir Voevodsky. Univalent foundations project
[Toxpobuee:

* https://plato.stanford.edu/entries/type-theory

* https://ncatlab.org/nlab/show/type+theory

* Nederpelt, Geuvers. Type Theory and Formal Proof: An Introduction.

e Homotopy Type Theory: Univalent Foundations of Mathematics. 7
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https://plato.stanford.edu/entries/type-theory
https://ncatlab.org/nlab/show/type+theory
https://homotopytypetheory.org/book
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HNHTepakTHBHBIE 10KA3ATEJIH TEOpPeM

Ucrtopus:

1968 Nicolaas de Bruijn. Automath (Algol 60)
1972 Robin Milner. Stanford LCF (ML)

1978 Michael Gordon. Edinburgh LCF (ML)
1984 Robert Constable. NuPRL (Common Lisp)
1986 Isabelle (Standard ML)

1988 Mike Gordon. HOL88 (ML)

1989 Thierry Coquand. Coq (OCaml)

1999 Catarina Coquand. Agda (Haskell)

2013 Leonardo de Moura. Lean (Lean, C++)

[ToapobHee:

Harrison, Urban, Wiedijk. History of Interactive Theorem Proving.
https://www.cl.cam.ac.uk/~jrhi3/papers/joerg.pdf


https://www.cl.cam.ac.uk/~jrh13/papers/joerg.pdf

HNHTepakTHBHBIE 10KA3ATEJIH TEOpPeM
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HNHTepakTHBHBIE 10KA3ATEJIH TEOpPeM

Although the proof may have the size of several Megabytes, the
verifying program can be small. This program then can be inspected
in the usual way by a mathematician or logician. If someone does not
believe the statement that a proof has been verified, one can do
independent checking by a trusted proof-checking program. In order
to do this one does need formal proofs of the statements. A
Mathematical Assistant satisfying the possibility of independent
checking by a small program is said to satisfy the de Bruijn criterion.

Barendregt, Wiedijk. The Challenge of Computer Mathematics.
https://www.cs.ru.nl/~freek/notes/RSpaper.pdf


https://www.cs.ru.nl/~freek/notes/RSpaper.pdf

IIpumMepsbl HCNOJIL30BAHUS MHTEPAKTUBHBIX JI0Ka3aTeJIei

* bopmanmzanus marematuku (Four-color theorem,
Feit-Thompson theorem, Homotopy type theory, ...),

* TeOpHs S3bIKOB IIPOrPAMMUPOBAHMS,

» koppekTHOcTh Tporpamm (CompCert, seL.4, FSCQ, Fiat-Crypto,
.2)



IIpumMepsbl HCNOJIL30BAHUS MHTEPAKTUBHBIX JI0Ka3aTeJIei

CompCert — kommusitop C, HAMUCAHHBINA U POPMATHHO

BepudupoBaHHbii Ha Coq

The striking thing about our CompCert results is that the middle-end
bugs we found in all other compilers are absent. As of early 2011, the
under-development version of CompCert is the only compiler we
have tested for which Csmith cannot find wrong-code errors. This is
not for lack of trying: we have devoted about six CPU-years to the
task. The apparent unbreakability of CompCert supports a strong
argument that developing compiler optimizations within a proof
framework, where safety checks are explicit and machine-checked,
has tangible benefits for compiler users.

Yang, Chen, Eide, Regehr. Finding and Understanding Bugs in C Compilers.
https://users.cs.utah.edu/~regehr/papers/pldill-preprint.pdf


https://users.cs.utah.edu/~regehr/papers/pldi11-preprint.pdf

IIpumMepsbl HCNOJIL30BAHUS MHTEPAKTUBHBIX JI0Ka3aTeJIei

CakeML is a functional programming language and an ecosystem of
proofs and tools built around the language. The ecosystem includes a

proven-correct compiler that can bootstrap itself.

The source and proofs for CakeML are developed in the HOL4

theorem prover.



IIpumMepsbl HCNOJIL30BAHUS MHTEPAKTUBHBIX JI0Ka3aTeJIei

seL4 — MuKposIpo omeparuoOHHON CUCTEMEI.

Formal proof of functional correctness, security properties (integrity,
confidentiality), and absence of specific runtime errors (done in
Isabelle/HOL).



IIpumMepsbl HCNOJIL30BAHUS MHTEPAKTUBHBIX JI0Ka3aTeJIei

B mpoekte CertiKOS noka3an KOMIIO3UITHOHHBIHA ITOIX0.T K
MTOCTPOCHHIO (POPMATHHO BEPUPHUITUPOBAHHBIX MHOTOTIOTOYHBIX SIICP
OC. MHOronoTo4YHOCTh JIOMYCKAET OJJHOBPEMEHHOE BBITIOJIHEHHE
TI0JIB30BATEILCKOTO U SIIEPHOTO KOJIa Ha Pa3HBIX YPOBHSIX
abcrpaknuu. Kaxapiit Takoi ypoBeHb MOXKET IMETh CBOW HaOOp
HabII01aeMbIX coObITHIA. B paboTe nmpoBoanuTcs popmambHast
crieruuKanys TUX yPOBHEH U X HAOII0JaeMBIX COOBITHH, a 3aTeM
KaXKJIBIH MOJTYJIb sIipa (OPMaTIbHO BEpUPUIIMPYETCSI HA CBOEM YPOBHE
abctpaxuu. s pazpaboTku U BepuduKanuy GyHKIHOHATBHON
KOPPEKTHOCTH MHOTOIIOTOYHOTO si/ipa uctonb3yercs Coq.



JlonoJIHUTe IbHbIE TPEeUMYIIIeCTBA

1. 3acraBisieT pa3pabOTYMKOB CUCTEMHO MOJIXOAUTH K TIpo0IeMamM

2. VYmydmnraer KadecTBo cnenudukanuii naxe 6e3 popmaabHOi
BepuhUKaIIH

3. IlpuBoaUT K NydIleMy JU3aiHy

4. ObecnieunBaeT CTPOTyIO TOKYMEHTAINIO BHYTPH KOMaH/IbI
pa3paboTINKOB

5. IlpemocTaBnsieT OCHOBY JUIsi HOBTOPHOTO MUCTIOIB30BAaHUS Yepes3
corocTaBieHne crenudukanyii (specification matching)

6. MokeT 3aMEHUTh HGOGXO,I[I/IMOCTB BBITTOJTHEHHUST OOJIBIIOTO
KOJIMYECTBA TECTOB



Ilnan

* ocHoBbI Coq;
 Bepudukanus GyHKIHOHATHHBIX Tporpamm (Ha Coq);

* Bepu(UKanys UMIEepaTUBHbIX porpamm (Ha C).



Coq! — 310 cucTeMa 1715t PaboTHI ¢ HOPMATBHEIMH

nokazatenbcTBaMu. OHa MPEJOCTABIISIET SI3BIK JIJISI 3aITUCH
MaTeMaTHYeCKUX OIpPECTICHU, alTOPUTMOB U TEOPEM, a TAKKE
cpeny Ui HHTEPAKTHBHOTO TIOCTPOCHHUS JIOKA3aTEeIbCTB.

Coq MOXHO ycTaHOBHTH> Ha Windows, macOS u Linux. Jlns Visual
Studio Code, Emacs u Vim cymiecTBYIOT pacIIMpeHus>, KOTOpbIe

oAePKUBaIOT padoty ¢ Coq.

'nttps://coq.inria.fr
*https://coq.inria.fr/download
*https://coq.inria.fr/user-interfaces.html


https://coq.inria.fr
https://coq.inria.fr/download
https://coq.inria.fr/user-interfaces.html

YcraHoBka

CaMbIii TPOCTO# CHIOCOO YCTAaHOBKH — 3TO MCHOJIB30BATh ITAKETHBIN
MeHeKep opam https://opam.ocaml.org

[Ipumep ycranosku Ha Ubuntu:

apt install opam

opam init

opam pin add coq 8.20.1

Jist paGoThl B vscode Hy’KHO yCTaHOBUTH language server u

pacmmpenue VsCoq (110 yMOTIaHHIO TOJDKHA YCTAaHOBUTHCS BEPCHS
2.2.6):

opam install vscog-language-serve

20


https://opam.ocaml.org

JIuteparypa

OcHOBHas TUTEpaTypa:

1.

Benjamin C. Pierce et al. Software Foundations.
https://softwarefoundations.cis.upenn.edu

The Coq Development Team. The Coq Reference Manual.
https://coq.inria.fr/refman

JlomomHuTENbHAS TUTEPATypa:

1.

Yves Bertot and Pierre Castéran. Interactive Theorem Proving and Program
Development. Coq’Art: The Calculus of Inductive Constructions. Springer,
2004. https://www.labri.fr/perso/casteran/CogArt/index.html
Adam Chlipala. Certified Programming with Dependent Types: A Pragmatic
Introduction to the Coq Proof Assistant. MIT Press, 2013.
http://adam.chlipala.net/cpdt

. Talia Ringer, Karl Palmskog, Ilya Sergey, Milos Gligoric, and Zachary

Tatlock. QED at Large: A Survey of Engineering of Formally Verified
Software. Foundations and Trends in Programming Languages: Vol. 5: No.
2-3, pp 102-281, 2019. https://arxiv.org/abs/2003.06458 21


https://softwarefoundations.cis.upenn.edu
https://coq.inria.fr/refman
https://www.labri.fr/perso/casteran/CoqArt/index.html
http://adam.chlipala.net/cpdt
https://arxiv.org/abs/2003.06458

https://coq.inria.fr/community
Ha pycckom si3bike:

» ®opmansabIe MeTO Bl Beprudukammu [10 Ha pakTHKe
https://t.me/practical_fm

e 3aBHCHMBIE THUIIBI B MacChI!
https://t.me/joinchat/Ai4h2D9SWO8GE ISyv-CHsQ

* Coq
https://t.me/+NOQg8UpVDRE1MWNi
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https://coq.inria.fr/community
https://t.me/practical_fm
https://t.me/joinchat/Ai4h2D9SWO8GfISyv-CHsQ
https://t.me/+N0Qg8UpVDRE1MWNi

